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Introduction 

Tested on : 
Windows 2003 Server 
Argosoft Mail Server .NET 1.0.3.5 

Developers : 
@CEREAL 

Authors : 
@CEREAL 

Software Required : 
Argosoft Mail Server .NET 1.0.3.5 

Changes History : 
Version 1.0.0 
First version. 
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Description 
AVScan for AMS is a antivirus plugin for Argosoft Mail Server .NET (http://www.argosoft.com).  
  
This plugin interact with the Antivirus program installed on the server that has the Argosoft Mail Server installed on it, it use the command line 
interface of the Antivirus program to scan the attachments and detect virus. 

How is do work ? 
When a mail arrives on the server the Argosoft Mail Server execute the plugin and the plugin do this tasks. 

1. Checks if the mail has attachments, if no pass.  
2. Extract the attachments to the temporary scan directory.  
3. Run the Antivirus command line stored in the config file.  
4. If virus is found run the actions defined in the config file.  
5. If virus is not found deliver the message.  

Installation 
Copy all this files in the Argosoft mail Server .NET directory. 
- AVSCANforAMS.dll (main plugin library) 
- LumiSoft.Net.dll (MIME management library) 
  
WARNING 
The first time the plugin receive a mail with attachment, it create all directories, subdirectories, config files and log file and disable automatically the 
plugin. 

Configure Argosoft Mail Server .NET to use the AVScanforAMS  
1. Open Argosoft Mail Server Console .  
2. Open Tool , SMTP Plugins .  
3. Click on the Add button.  
4. Write this informations : 

Assembly Name : AVSCANforAMS 
Class Name : AVSCANforAMS.SCAN  

  

 

All configurations are in the config file in a XML format : 
The program use a XML file to store all configurations, the name is AVConfig.xml and its stored in the AVScanforAMS subfolder. 

Section : <AV_CONFIG>  
Key :  
<ENABLE_AVSCAN> 
Description :  
Enable or disable the scan 
Values :  
True / False 
Sample :  
<ENABLE_AVSCAN>True</ENABLE_AVSCAN> 
  
Key :  
<IF_VIRUS_FOUND> 
Description :  
Do this action if virus was found in attachment. 
Values :  
[REMOVE_ATTACHMENT_AND_PASS] 
- Remove the attachment and deliver the message. 
[DELETE_MESSAGE] 
- Delete the entire message. 
[REFUSE_MESSAGE] 
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- Inform the server that this message is refused, if you use this option the remote SMTP server receive a error message. 
Sample :  
<IF_VIRUS_FOUND>REMOVE_ATTACHMENT_AND_PASS</IF_VIRUS_FOUND> 
  
Key : 
<REFUSE_MESSAGE> 
Description :  
This text message was send to recipient when the antivirus has found a virus. 
Sample :  
The SMTP server refuse your message because a VIRUS was found ! 
  
Key : 
<ENABLE_DEBUG> 
Description :  
Enable or disable the debug mode, all receives messages that are scanned are written in a log file in the AVScanforAMS sub folder. 

Â Use this option only for debugging because the program donâ€™t delete the older logs files. 
Values :  
True / False 
Sample :  
<ENABLE_DEBUG>True</ENABLE_DEBUG> 

Section : <AV_SCAN>  
Key : 
<ANTIVIRUS_PROGRAM> 
Description :  
Path and filename of the command line Antivirus program. 
Values :  
Path\filename.exe 
Sample :  
<ANTIVIRUS_PROGRAM>E:\Avast4\aswCmd.exe</ANTIVIRUS_PROGRAM> 
  
Key : 
<ANTIVIRUS_PARAMETERS> 
Description :  
Parameters for the Antivirus program. 
Values :  
Parameters of the Antivirus program. 
Specific values in command line :  
%AVSCAN% 
If you use this value in the command line the program replace the %AVSCAN% with the path used in the key 
<ANTIVIRUS_TEMPORARY_SCAN_DIRECTORY> 
Sample : D:\_AVSCANDIR_\[Now in format MddHmsffff] 
%AVLOG% 
If you use this value in the command line the program replace the %AVLOG% with the path used in the key 
<ANTIVIRUS_TEMPORARY_SCAN_DIRECTORY> 
Sample : D:\_AVSCANDIR_\[Now in format MddHmsffff] 
Sample :  
<ANTIVIRUS_PARAMETERS>%AVSCAN% /a /c /d /f=W /p=1 /t=A /r=%AVLOG%\SCANReport</ANTIVIRUS_PARAMETERS> 

Section : <AV_VIRUS_FOUND>  
Key : 
<VIRUS_FOUND_SUBJECT> 
Description :  
Add this text before the original subject. 
Sample :  
<VIRUS_FOUND_SUBJECT>[VIRUS Detected on Original Message]</VIRUS_FOUND_SUBJECT> 
  
Key : 
<VIRUS_FOUND_BODY> 
Description :  
Add this text before the original body message. 
Sample :  
<VIRUS_FOUND_BODY>A VIRUS was found in your original message, the AntiVirus has deleted the attachment</VIRUS_FOUND_BODY> 
  
Key : 
<VIRUS_FOUND_ATTACHMENT> 
Description :  
Add this file in the attachment on the message. 
Values :  
Log file 
%AVLOG% 
If you use this value in the command line the program replace the %AVLOG% with the path used in the key 
<ANTIVIRUS_TEMPORARY_SCAN_DIRECTORY> 
Sample : D:\_AVSCANDIR_\[Now in format MddHmsffff] 
Sample :  
<VIRUS_FOUND_ATTACHMENT>%AVLOG%\SCANReport.txt</VIRUS_FOUND_ATTACHMENT> 

Sample of XML configuration file : 
<?xml version="1.0"?> 
<XML> 
<AV_CONFIG> 
<ENABLE_AVSCAN>True</ENABLE_AVSCAN> 
<IF_VIRUS_FOUND>REMOVE_ATTACHMENT_AND_PASS</IF_VIRUS_FOUND> 
<REFUSE_MESSAGE>The SMTP server refuse your message because a VIRUS was found !</REFUSE_MESSAGE> 
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<ENABLE_DEBUG>True</ENABLE_DEBUG> 
</AV_CONFIG> 
<AV_SCAN> 
<ANTIVIRUS_PROGRAM>E:\Avast4\aswCmd.exe</ANTIVIRUS_PROGRAM> 
<ANTIVIRUS_PARAMETERS>%AVSCAN% /a /c /d /f=W /p=1 /t=A /r=%AVLOG%\SCANReport</ANTIVIRUS_PARAMETERS> 
<ANTIVIRUS_TEMPORARY_SCAN_DIRECTORY>D:\_AVSCANDIR_</ANTIVIRUS_TEMPORARY_SCAN_DIRECTORY> 
</AV_SCAN> 
<AV_VIRUS_FOUND> 
<VIRUS_FOUND_SUBJECT>[VIRUS Detected on Original Message]</VIRUS_FOUND_SUBJECT> 
<VIRUS_FOUND_BODY>A VIRUS was found in your original message; the Antivirus has deleted the attachment</VIRUS_FOUND_BODY> 
<VIRUS_FOUND_ATTACHMENT>%AVLOG%\SCANReport.txt</VIRUS_FOUND_ATTACHMENT> 
</AV_VIRUS_FOUND> 
</XML> 
  
  

Simple-Tech.info End-User License Agreement  
Copyright Â© 2005-2006 by Symple-Tech.info. 
All rights reserved. 

LICENSE AGREEMENT 

YOUR USE OF THE SOFTWARES FROM SIMPLE-TECH.INFO INDICATES YOUR 
ACCEPTANCE OF THIS LICENSE AGREEMENT AND WARRANTY. 

WARRANTY 
In no event the author shall be liable for any damages whatsoever including direct, indirect, incidental, consequential, loss of business profits or special
damages, even if the author have been advised of the possibility of such damages. 

This includes, but is not limited to, merchantability and fitness for a particular function. The entire risk related to the software performance or quality
is assumed by the user. 

LICENSING AND DISTRIBUTION 
All softwareâ€™s from Simple-Tech.info are free software. You can use it without charge. 

You may copy this software as you wish, and give exact copies of the original version to anyone, and distribute it via electronic means provided that: 
1. The product is not modified in any way.  
2. You maintain the copyright notice on all copies.  
3. You should not charge or request donations for any such copies.  
4. You should not distribute with other products without the author's permission.  

CONFIDENTIAL PROPERTY 
All softwares, scripts and documents are confidential property of the author and Simple-Tech.info. 

Reverse engineering (decompiling) or disassembling is strictly prohibited. 
Changing the distribution form (archive) or any other part of the software in any way is strictly prohibited. 

TRADEMARKS 
All brand names and product names used are trademarks or trade names of their respective holders. 

All references, logos, images, names, products, software and hardware are or may be copyrights or trademarks of their respective companies.  

No infringement is intended. 

IMPORTANT 
If you do not agree with the terms of this license you have to remove the software from your storage devices and do not use the software. 

CONTACTS 
http://www.simple-tech.info 
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