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® 1982-1992: VMS operating systems development at Digital

©® 1992-present: Researching, writing, and teaching Windows
operating system internals

® Frequent speaker at technical conferences
(Microsoft TechEd, IT Forum, PDCs, ...)

® Books:

® Windows Internals, 4t edition

® Inside Windows 2000, 3 edition

® Inside Windows NT, 2nd edition

©® Windows NT for OpenVMS Professionals
@ Video Training:

©® Interactive Windows 2000/XP/2003 interna
tutorial

©® Used by Microsoft for their internal training
©® Live Classes:

©® 2-5 day classes on Windows Internals,
Advanced Troubleshooting
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Purpose of Tutorial

® Give IT Professionals a foundation understanding of the
Windows OS kernel architecture

©® Note: this is a small, but important part of Windows
® The “plumbing in the boiler room”
@ Condensed from a 5 day internals class
©® Benefits:
@ Able to troubleshoot problems more effectively
©® Understand system performance issues

® Applies to NT4, Windows 2000, Windows XP, and
Windows Server 2003

Outline

1. Process & Thread Troubleshooting

2. Understanding & Troubleshooting Memory
Problems

3. Troubleshooting with Filemon & Regmon
4. Crash Dump Analysis
5. Boot & Startup Troubleshooting
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Troubleshooting

Part 1: Process & Thread

® |ntroduction

® Process Handle Table

® Accounting for CPU Usage

® Investigating Processes & Threads

® DLLs and Memory Mapped Files
® Investigating Unknown Processes

@ Scenario: your system is
slow

® What is running and why?
@ What do you do?

® Most bring up Task
Manager, which by default
lists the “running
applications”

©® This doesn'’t tell you
anything

Analyzing CPU Activity

2 Windows Task Manager D@E\

File Options View Windows Help

Applications | Processes | Performance || Netwarking

Task Status
[5] Microsoft PowerPaint - [dep353.ppt]
A MindManager - [Troubleshooting Process &M... Running
B command Prompt - robocopy /z V\edimasrv1Y...  Running

Running

B Calendar - Microsoft Outiook Running
B command Prompt Running
& 1nbox - Microsoft utiook Running
G Tasks - Microsoft Outlook Running
2 1 Reminder Running
] dep3sa.ppt Running
< b4
EndTask | [_switchTo | [ tiew Task... |

Processes: 42 CPU Usage: 2% Commit Charge: 197M / 11
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Which Process Is Consuming CPU?
® The Processes tab does indicate

what is using the CPU (sort of)  ~<J.&ie Options Vew Hel
©® Note that CPU Time column is Applications PProcesses | Performance | Networking |
mostly 0 (explained later)
Image Mame PID | CPU CPU Tin
® To determine which process is CPUSTRES EXE
. . taskmar.exe 2040 03
consuming the most CPU time, sort Acrobat.exe B8 01
“, ” POWERPNT.EXE 3688 [ n]
processes by “CPU” usage column rotepad.xe .
calc.exe 340 00
cmd.exe 3396 00
OUTLOOK.EXE 3008 oo
planner.exe 2992 00
IEXPLORE.EXE 2568 ag
hh.exe 2408 00
Metint.exe 2196 [ n]
TFMF5.exe 1948 oo
pinger .exe 1508 [an]
wmnat.exe 1704 [a]
WMnetDHCP .exe 1684 oo
wvmware-authd.exe 1652 00

Processes And Threads

® What is a process?
@ Represents an instance of a running program
© You create a process to run a program
© Starting an application creates a process
@ Process defined by
© Address space
® Resources (e.g., open handles)
® Security profile (token)
©® What is a thread?
@ An execution context within a process

o Uni;[ of scheduling (threads run, processes don’t
run

@ All threads in a process share the same per-
process address space

® Services provided so that threads can »
synchronize access to shared resources (critical
sections, mutexes, events, semaphores)

© All threads in the system are scheduled as SYSIENPWILE
peers to all others, without regard to their
‘parent” process

AddressiSpace

1-8
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What Are Task Manager’s “Applications”?

® A meaningless term at the OS level
g E Windows Task Manager mﬁ|ﬁ
¢ Of i Wind

© Not a list of processes Eie Shut Down_ls
© Not a list of “tasks” (another suns
meaningless term) i
@ |t's a list of top level visible windows in g
your session that meet certain criteria murera
©® What does the status column mean? P
Rumng
©® Running: sty
© Windows don’t run—threads do : saspem
@ Running displayed only when $ :
owning thread is waiting for a )
window message (€.g. NOt runNINgG!)  frrocesses: 36 couumge: 0% comene chorge: 2900 15250

® Not Responding: not waiting for window
messages

©® To map a window to a process, right-
click on a window and select “Go to
process”

|dentify The Image

® Once you've found the process of interest, what is
it?
@ Sometimes name of .EXE identifies clearly
(e.g., Winword.exe)

@ Often, it doesn’t since Task Manager doesn’t show the
full path of the image

@ Sometimes is a “multi-purpose” process like
Svchost.exe or Inetinfo.exe or Dllhost.exe or System

® We need more information!

1-10
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Process Explorer

® “Super Task Manager”

® llluminates many details about processes and
threads that are otherwise hard or impossible to
obtain

1-11

How Process Explorer Works

® Uses undocumented functions for:

® Enumerating loaded modules with full
path names

©® Enumerating processes and handles

©® Obtains handle names using the aid
of a driver

Runs on Win95, 98, ME, NT4, 2000, XP, 2003
Related Tools:

® Handle — command-line handle viewer

® Listdlls — command-line DLL viewer

1-12
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Agenda

® Introduction

® Investigating Processes & Threads

® Accounting for CPU Usage
® Process Handle Table
® DLLs and Memory Mapped Files

® Investigating Unknown Processes
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Lab: The Process List

Run Process Explorer & maximize window
Run Task Manager — click on Processes tab
Arrange windows so you can see both

Notice process tree vs flat list in Task Manager
® [f parent has exited, process is left justified

5. Sort on first column (“Process”) and note tree view
disappears

6. Click on View->Show Process Tree (or CTRL+T) to
bring it back

7. Notice description and company name columns
8. Hover mouse over image to see full path of image

LN~
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Lab: Refresh Highlighting

Change update speed to paused by pressing space bar
Run Notepad

In ProcExp, hit F5 and notice new process

Exit Notepad

In ProcExp, hit F5 and notice Notepad in red

@ 0k N~

Uses

©® Understanding process startup sequences

© Detecting appearance of processes coming and going

1-15

Lab: Column Selection And
Username

1. Click on View->Select Columns

® Add username column

2. Compare username column in Task Manager
with Process Explorer — what is the difference?

3. Deselect View->Show Processes From All
Users

1-16
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Lab: Image Information

@ Open Process Properties

o Items Of nOte On |mage tab Image | Performance | Perfomance Graph | Thieads | TCPAR | Security | 4 *
@ Description, company name, Inege Fls
version (from .EXE) G [
©® Image verification status Wy I
" Time: 743072003 1:40 PM
@ Fullimage path P
. C:AProgram Files\Micrazoft Office\OFFICETT\POWERPNT EXE
® Command line used to start
process
. Current directory:
© Current directory S
® Parent process Paent  cdene(504)
User: DEVELOPMENT Administrator
® User name Staned S0318AM 4/27/2004
@ Start time Fermert
©® Bring to Front

© Useful if multiple windows with
identical titles

1-17

Lab: The Command Line

1. Double click on date/time in task bar (lower right
of screen)

In Process Explorer, hit F5 to refresh
Find new process created (RUNDLL32.EXE)

Examine command line arguments

@ » WD

Example: cmd.exe process was consuming lots
of CPU time

® Command line argument showed which .BAT file
was running

1-18
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Associating Windows with Processes

® Task Manager can associate a window in its list with a
process

© But sometimes windows appear that are not in its
“Applications” list

@ Process Explorer has a “window finder” tool
© On tool bar, drag window finder icon over window and release
© Process that owns thread that owps window is highlighted

@ Visual Studio Spy++ tool shows Which thread owns a
window...

* Process Explorer - Sysinternals: www.sysinte

File Options View Process Find Users

o5 E

1-19

Security

© Click on Security tab of

: explorer.exe Properties @gl
process properties
Group &
©® Shows rest.of access token L4 BUIL TINAdministrators
(username is on image tab) BUILTINWsers
DSOLOMONNone L
® Groups list a 5
© Includes OS-assigned groups 5] | Privilege a
L . —  SeBackupPrivilege
® Privileges (USGI’ rlghts) SeChangeNotifyPrivilege
© Disabled by default ariie
® Programs turn these on when T —
needed

© This is really a “Resultant Set
of Groups” and “Resultant Set
of Privileges” page

1-23
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Lab: Privileges

1. Bring up process properties for Explorer.exe

2. Go to Security tab and notice that
SeSystemTime privilege is disabled

3. Double-click on Date/Time in the tray

4. Bring up the process properties for the new
Rundll32.exe process

5. Click on the Security tab

6. Notice SeSystemTime privilege is enabled

1-24
NET Processes
.net-messagebox.exe Properties @@
. Image | Pefomance | Threads | Securty | NET [ Envirorme nm
@ Process Explorer is aware T
_net-messagebox exe
of .NET processes ’
® Can highlight with Options- pT———
>Highlight .NET Processes [T ]
Counter Value
® Process properties have N —
.NET tab |Stonderd dtFriaas %
% Time in Jit 2.56
©® Shows details about .NET 7
process (CLR, Appdomains)
6 Can also add .NET_SpecifiC File Options View Process Find Help
. oy &x &8
COlumns to process |ISt Process PID CPU ' User Name lo
] explorer.exe 1484 BIGDAYID\david
|OlOUTLOOK EXE 2376 BIGDAVID\david
E,nakmessﬂgebnx exe 2188 BIGDAVID\david
¥ mspaint.exe 2996 BIGDAVID\david
¥ procexp.exe 1324 01 BIGDAVID\david ~
3 >
Refresh Rate: 1 s
-28
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# Process Explorer - Sysinternals: www.sysinternals.com Q@
File Options View Process Find Help

H B HS gs #d

Service Information

® Process Explorer identifies Service Processes
® Click on Options->Highlight Services

Process PID CPU User Name A
“ISystam 4 NT AUTHORITY{SYSTEM
Flsmss.exe 1008 NT AUTHORITWSYSTEM
Flesrss. exe 1064 NT AUTHORITWSYSTEM
mwinlngun,exe 1088 NT AUTHORITYSYSTEM
Tservices.exe 1136 01 NT AUTHORITYASYSTEM
Flsvechost.exe 1344 NT AUTHORITY\SYSTEM
i svchost.exe 1476 NT AUTHORITY\SYSTEM
Flsvchost.exe 1740 NT AUTHORITYNETWORK SERYICE
Flsvehast.exe 1768 NT AUTHORITYILOCAL SERVICE
Cspoolsv.exe 204 NT AUTHORITWSYSTEM
Flalg.exe 1632 NT AUTHORITYLOCAL SERYICE
Flnvsved2 exe 1812 NT AUTHORITYSYSTEM
Frsvp.exe 3908 NT AUTHORITYMSYSTEM
Flsvchost.exe 2780 NT AUTHORITYASYSTEM
Hisass.exe 1148 NT AUTHORITYSYSTEM
\ eabservr.exe 1692 BIGDAVID\david
) SynTPLpr.exe 1752 BIGDAYID\david .

svchost.exe pid: 1476

Refresh Rate: 1 second

@ Services tab on process
properties lists the active
services inside

@ Displays the internal name,
the display name, and
description (if available)

©® Tlist /s (Debugging Tools) &

Tasklist /svc (new as of XP)
only show internal name

Examining Service Processes

svchost.exe Properties EHXI

 Image || Performance | Threads || Securty Services | Environment

{%} Services registered in this process:
| Service Display Name

| AudioSrv Windows Audio

A

|BITS Background Intelligent Transfe
|Browser Computer Browser

Cryptographic Services

DHCP Client

Logical Disk Manager

Error Reporting Service v

. >
Manages audio devices for windaws-based programs. IF this service is
stopped, audio devices and effects will not function properly. IF this
service is disabled, any services that explicitly depend on it will fail to
start.
1-30
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Lab: Services

1. Open a command prompt
2. Type “tasklist /svc”

3. Find the Svchost.exe process with the most
services inside it

4. In Process Explorer, double click on that
Svchost.exe process

5. Click on Services tab

6. Notice extra details about each service
displayed by Process Explorer

1-31

Agenda

® |ntroduction

® Investigating Processes & Threads

® Accounting for CPU Usage

® Process Handle Table
® DLLs and Memory Mapped Files

® Investigating Unknown Processes

1-33
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Examining CPU Time

@ |ooking at total CPU time for each process may not reveal
where system has spent its time
©® Task Manager rounds CPU
® In Process Explorer, click on Options->Show Fractional CPU time

! T 1= 5 —————
| =l Windows Tack Manages LT TEES| |7 trocess Eaplorer - Syainternals: v sysinterrals com st ..'-_,E—".JE
De Cptns pew two [Fie Oosons tew Process frd heb T
sopicatiom | Processes | pertomance | Hetvaring o =aEy @ a8
‘Trasge Mame User Hame:  Process P E v | Descilion Compary Name -
4 TE [ Systens kfin Froces } s
iartrms mae BE 152 Coultrem MFD fockention
i poce ' bjtriemas Prasens g Gyprnsmss
[+ wmpiayer e Wirnciows Meda Peyer Khcromst; Comormoon
| B ek ee Wirdcows TaskManager Coporton
| Sytant
[Srervce e Services i Cortrober Microach Comorstin
o Farat i rreatin Saras ok Comporabior
expines rae Wk Venoh Coezatin
WISHTIS EXE ezt Tples #5 Fiastoen Componers. Mcroant
wrlzgen pu rviows NT Lagen Joeiosen Uzreak Coparm
it Wiriows User Mode Driver Menager Moot Comoration
|t st e Vit Athassshon Secece Ve e
[ imnstchcn ams Vihware Vhinet DHCP service Vs, b
kad am Uteabdon, Taskchr Fimskrss 5ot
[T show orocesses from ol Lsers: e Mer e w2 Uit Finsltne Soft
[ SJrvcton o 154 Chonenc: How Frocess for Wini2 Senvices Mcrooot Comerbon -
(Processes: 51 CPJUsages it Conmi Charges 6388 | 18350 P Unages 4.55% | Comem Charge: 35.83%  Processes: 51
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Time Accounting

@ CPU time accounting is driven by programmable
interrupt timer

® Normally 10 msec

©® Run Clockres (Sysinternals tool) to check

® Thread execution and context switches between clock
intervals NOT accounted

® E.g., one or more threads run and enter a wait state before
clock fires

©® Thus threads run but never get charged

@ Process Explorer can show context switch activity

1-35
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Context Switch Delta

® Whenever a thread begins running, its “context
switch” counter increments

® The number of context switches doesn’t reflect length
of execution, just number of times it was scheduled

® Process Explorer has a context switch delta
column
® Sum of thread context switches in last refresh
interval
® Notice all of the thread activity in processes that
show 0% CPU

1-36

Interrupt Time Accounting

@ Interrupt activity is not charged to any thread or process

©® Two types: interrupts and DPCs
© Task Manager includes interrupt and DPC time with the Idle
process time
@ Process Explorer shows these as separate processes
(not really processes)
© Context switches for these are really number of interrupts and
DPCs

¥ Process Explorer, - Sysinternals: www.sysinternals.com

File Options Wiew Process Find Help

H = B = Ll oF

Process FID CPU CSwitch Delta Description
i 9848 415

Campany Name

=~ System Idle Process
__|Intenmupts nfa 1.209  Hardware Intermupts
TloPCs nfa 90 Defened Procedure Calls
=1 System T
= 1 cdesiio BIT Cooi b VTR 7 b

=
iZPL Usage: 1,52%  Commit Charge: 25,82%  Processes: 45

1-37
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|dentifying ISR and DPC'’s by Driver

® Since time spent at DPC level and above is not accounted by driver
type, one way to determine where time has been spent in kernel
mode is by using a profiling/sampling tool

® Kernrate is a such a tool

® Free download from
http://www.microsoft.com/whdc/system/sysperf/krview.mspx

® Can be used both for kernel time and user mode processes
® Can show where time is being spent down to the function level

©® May miss short lived events or events close to the sampling interval

© XP SP2 and Server 2003 SP1 and later support tracing
ISRs and DPCs

® Documented in Windows Internals

1-38

Understanding Svchost.exe CPU Time
Consumption

® If a Svchost or other multi-component process
such Inetinfo.exe (11S) or Dllhost.exe (COM) is
consuming CPU time, how do you determine
which service is responsible?

©® Need to drill down to thread granularity
® Two approaches:

@ |nvasive: attach with a debugger to examine threads
® Threads are suspended while looking

© Noninvasive: view threads with Process Explorer

® Threads are not affected while looking

1-39
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Viewing Threads with Process Explorer

CPUSTRES.EXE Properties E]fz]
® Process Explorer e e e e
“Th readS” tab ShOWS [TID | cPU Stant Address
.
which thread(s) are S04 15 CPUSTRES EXE.madah
running

© Start address represents
where the thread began

Start Time: 23355 P 10/11/2003  Base Priority 10

H H State: WaitwillserRequest Dynamic Prioity: 12
runnlng (nOt Where It IS Kermnel Time: 0:00:00.265
nOW) User Time: 0:00:00.250 =

Cantest Switches: 2,333

©® Click Module to get details
on module containing
thread start address

1-40

Thread Start Functions

® Process Explorer can map the addresses within a
module to the names of functions

® This can help identify which component within a
process is responsible for CPU usage

® Requires access to:
©® Symbol file for that module

® Proper version of Dbghelp.dll

1-41
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Lab: Threads

® Double click on the Svchost process running
under Local Service (if Win2000, pick any
Svchost)

® Go to Threads tab
® Find thread with the most number of context switches

® ook at the start address to determine which service
DLL it's running

Call Stacks

@ Process Explorer can also show

the thread call stack
©® Represents sequence of

functions called

@ Important if start address
doesn’t indicate what the thread
is doing

©® E.qg.ifit's a generic library start
routine

Windows Internals & Advanced Troubleshooting
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Call Stacks

@ Click Stack to view call stack

® Lists functions in reverse

chronological order

© Note that start address on
Threads tab is different than
first function shown in stack

® This is because all threads

created by Windows programs
start in a library function in
Kernel32.dll which calls the
programmed start address

CPUSTRES.EXE Properties

Image | Pefommance | Threads | Securty | Environment
| TID CPU Start Address

| 2628 cpustres.exe+0x2a50 |
724 06 cpustres.exa+0x1d7b

Start Time: 4:38:32PM 1071172003 Base Priority. =
State: FRunning

Dynamic Pricity. &
Kemel Tirne: 0:00:00.000

User Time: 0:00:07.281

2%

Cortext Switches: 18,681

Stack for thread 724

|

ntdIldll+Dx8030304
ntdil.dIl'ZwDelayExecution+0xc
kernel32_dIlISleepEx+0x61

cpustres_exe+0x1eda

0
1
2
3 kemel32_dlliSleep+0xb
4
5

kernel32_dlllBase ThreadStart+0x37

1-44

startup

Stack for, thread 3532

Ay 1|

— oo @

0 POWERPMT.EXE+0xbd704

nikll.dil+0:8030304

ntdll. dilZ R equest aitF eplyPort+0xc

RPCRT4.dIILRPC_CCALL: SendReceive+ln2a

RPCRT4.dill_RpcSendReceive+0x20

RPCRT4.diiNdi5 endR eceive+0:28
" -

4
winzpool.drvl R poOpenPrinter+0414
winzpool.dr! 0 penPrinterRPC+0xa2
winzpool.dryl 0 penPrinterw+0x46
mzo. dllOrdinal2926+0:28

Example: Solving Hung Processes

©® Problem: Powerpoint was hanging for 1 minute on

® Thread stack shows waiting on a printer driver

X

=

1-45
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Hung Processes

® If thread stack doesn’t solve it, get a memory
dump of the process address space and send to
developer

© Use Adplus in Debugging Tools

©® Can snapshot a group of processes at the same time

@ Can also run Drwtsn32.exe

® Drwitsn32.exe -p <processid>
©® Creates User.dmp file

©® Run Drwtsn32.exe with no switches to see crash dump
path

©® Note: in XP and later, by default does not create a full
dump

1-46

Understanding System Process CPU
Time Consumption

® The “System” process is another “multi-service process”

©® Windows NT 4.0: PID 2, Windows 2000: PID 8, Windows XP:
PID 4

® Contains kernel-mode system threads

® Functions in OS and some drivers that need to run as real
threads

® E.g., needtorun concurrently with other system activity, wait on
timers, perform background “housekeeping” work

©® System threads can be in other processes
©® Look for threads with 100% kernel mode time
® Example: CSRSS contains threads running pieces of Win32k.sys

1-47
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Examining System Threads

@ If System threads are consuming CPU time, need to find
out what code is running, since it could be any one of a
variety of components

® Pieces of OS (Ntoskrnl.exe)
® File server worker threads (Srv.sys)
©® Other drivers

1-48

Lab: System Threads

1. Generate network file access activity, for
example, “dir \computername\c$ /s”

* System process should be consuming CPU time
Open System process process properties
Go to Threads tab

Sort by CPU time and find thread(s) running

Determine what driver these are in

A
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Agenda

® Introduction
® Investigating Processes & Threads
® Accounting for CPU Usage

® Process Handle Table
® DLLs and Memory Mapped Files

® Investigating Unknown Processes

1-51

Handle View

& Each process has a list of open “objects”
©® Files, Registry keys, synchronization objects, TCP/UDP ports...
® May be useful to query this list

@ Microsoft tools:
® Oh.exe in Resource Kit

® XP/2003 have new “Openfiles /query” command
©® Only shows handles to open files — not other non-file objects

® Both require setting a global flag and rebooting (see Gflags.exe
in Support Tools)

® Process Explorer can show open handles without this flag

® Uses a device driver

1-52
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Uses Of Handle View

@ Understand resources used by an application
©® Files
® Registry keys
@ Note: by default, shows named objects
® Click on Options->Show Unnamed Objects
@ Solve file locked errors

© Use the search feature to determine what process is holding a
file or directory open

©® Can even close an open files (be careful!)

® View the state of synchronization objects (mutexes,
semaphores, events)

@ Detect handle leaks using refresh difference highlighting

1-53

Lab: Handle Difference Highlighting

1. Open a command prompt (Cmd.exe)
2. Open Process Explorer and pause it

3. View the command-prompt’s handles in Process
Explorer and identify the handle to the current directory

4. Change directories in the command prompt

5. Refresh in Process Explorer to see the old directory
handle close and new one open

1-54
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Agenda

® Introduction

® The Process View

® Accounting for CPU Usage
® The Handle View

® The DLL View

® Investigating Unknown Processes

©® System Information

1-56

DLL View

® Click on View->DLL View

® Shows more than just loaded DLLs

@ Includes .EXE and any “memory mapped files”
® High speed file access mechanism
©® Makes file appear as virtual memory

® Uses:

©® Detect DLL versioning problems

©® Compare the output from a working process with that of a
failing one (use File->Save As)

©® Find which processes are using a specific DLL
(search for it)

1-57
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Access Denied On Mapped Files

@ Attempting to delete a DLL or EXE that is in use gets
“access denied”, not “file locked”

© Can be misleading
@ |If this occurs, and it’'s not due to permissions problems,
simply search DLL list with Process Explorer for file
@ Lab
©® Run Notepad.exe and then try to delete \windows\notepad.exe

©® Do a search for Notepad.exe in DLL view

1-58

Agenda

® Introduction

® Investigating Processes & Threads
® Accounting for CPU Usage

® Process Handle Table

® DLLs and Memory Mapped Files

® Investigating Unknown Processes
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Investigating Unknown Processes

® Some processes have no identifiable information

® No version information, are in the System32
directory, etc.

® Right click->Google or MSN Search
® Check the parent process

® Look at the Handle table for file or Registry key
handles

1-60

Suspend it While You Look

@ Process Explorer can suspend a process
©® This suspends the threads

® Why would you want to do this?

® Gives you time to investigate possible malware without having
to kill it on sight

@ Other applications:

® You've started a long running job but want to pause it to do
something else

© Lowering the priority still leaves it running...

©® You've started a long download but want to have your network
bandwidth temporarily

® Some multi-service system process activity is due to other
processes calling upon their services

® Suspend a process that is consuming CPU time to see what that
does to the system process in question

1-61
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Examine Open TCP/IP Endpoints

® Open connections might reveal spyware
® Netstat (part of XP) command lists all endpoints
® TCPView from Sysinternals also lists this

® Or, use Process Explorer TCP/IP tab

® Can display thread stack of thread that opened
endpoint

& msnmsgr.exe: 264 Properties
Image | Pedomance  Pefomence Grach | Theeads | TCP/F

Securty | Envirooment | Stangs

[F]aesctve addresses
P+ Local Address Hemole Address Slale

cP bigdavid redmond_corp.rmicrosoll.com:4225 baym-cs188 msgr. holmail com: 1863  ESTABLI

TCP igdavi COIP. M com:- 4226 login passport com-hiips ESTABLI

UDP  bigdavid. 1076
UDP  bigdavid: 1085
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Image Strings

® Strings tab on process properties shows
printable Unicode and Ascii strings in .EXE
® Might find clues from registry keys, URLs or error
messages
® Need also to check strings in loaded DLLs
©® Choose DLL view in Process Explorer
© Select DLL and right click->Strings
® Also can use command line Strings.exe tool
from Sysinternals

1-64
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Understanding Who Started Processes

©® New XP built-in “System Configuration” tool shows startup processes

® To run, click on Start->Help, then “Use Tools...”, then System
Configuration Utility (or run Msconfig.exe)

©® Autoruns (from Sysinternals) shows many more places things CAN be

defined to start

Autoruns (Sysinternals)

Austaruns - Sysdntornals: www. sysintornale.com

Te gen ueo

Dndeitions ol pargars asdormnticalyon o m kogn

[HELHSTFTW dirves NTAL LtV st Winkagon W isind

windows \Cusent st sor ' FlunDnce’

HELMASIF
= 5 HELMASTF TWAE Whctoscifndonss\Cutsseffaf et Fush
3 TN Syl T Hoslhry e
] D005 THE. e
iy C\Program Fle\ TOSHIRAATHE R TMESRVI BXE Aogon
;: \Procrem FiesATOSHIBAATHE RTMERZCEERE Mervice
C'\Pioguam Fies’ REM

(] HertnemctSh
F3 CiPgamier
o HEO el
? “T:\Progeem Files
Ly T WProcswn Fie
& HELMASOFTWARE'

VWSO EE
Lument/emioriPunSenvicer’.

HELMASF
MK

Msconfig
(in \Windows\pchealth\helpctr\binaries)

Lneaben
1 HLMIEOFTWARE McresstiNdows Cumentiersonifun

HEEEEEER g

redoms Curentiersenfun

frdoms \Curentyer on Run
el Currentverson fan

e, CAPROGAA... Corrron Slake
HotsymcMan,., CHPROGRA..  Starto

oEE®
I 2
i
=
7

o || coxe | |_ree |
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End of Part 1

Next: Troubleshooting Memory Problems
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Outline

1. Process & Thread Troubleshooting

2. Understanding & Troubleshooting Memory
Problems

3. Troubleshooting with Filemon & Regmon
4. Crash Dump Analysis
5. Boot & Startup Troubleshooting

Troubleshooting Memory Problems

® System and process memory usage may degrade
performance

©® Or eventually cause process failures
® How do you determine memory leaks?

©® Process vs. system?
® How do you know if you need more memory?
® How do you size your page file?

©® What do system and process memory counters really
mean?

©® Understanding process and system memory information can help
answer these questions...

2-2
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Windows Memory Management

® Demand paged virtual memory

@ Unit of protection and usage is one page
® x86, EM64T, AMD64: 4 KB
© |tanium 8 KB

® Pages are read in on demand and written out when necessary (to
make room for other memory needs)

@ Provides illusion of flat virtual address space to each
process

©® 32-bit: 4 GB, 64-bit: 16 Exabytes (theoretical)
@ Intelligent, automatic sharing of memory

@ Supports up to 128 GB (32-bit systems) or 1024 GB (64-
bit systems) physical memory

2-3

Physical Memory Limits (in GB)

x86 x64 32- |x64 64-bit [IA-64 64-

bit bit
XP Home 4 4 n/a n/a
XP Professional |4 4 16 16
Server 2003 Web |2 2 n/a n/a
Edition
Server 2003 4 4 16 n/a
Standard
Server 2003 32 32 64 64
Enterprise
Server 2003 64 128 1024 1024
Datacenter

24
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Process Memory Usage

00000000

Unique per
process,
accessible in —»

user or kernel
mode stacks, process

heaps, etc.

TFFFFFFF
80000000
Per process,
accessible
only in kernel
mode

C€000000

System wide,
accessible
only in kernel
mode
FFFFFFFF

hyperspace

aged pool,

32-Bit Virtual
Address Space
(x86)

2 2 GB per-process

©®  Address space of one process is not
directly reachable from other
processes

@ 2 GB system-wide

©®  The operating system is loaded here,
and appears
in every process’s
address space

®  The operating system is not a process
(though there are processes that do
things for the OS, more or less in
“background”)

2-6
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00000000

Unique per
process,
accessible in —»
user or kernel

mode

Per process,
accessible
only in kernel
mode

BFFFFFFF
€0000000
System wide,

only in kernel
mode

FFFFFFFF

accessible —

3GB Process
Space Option

©® /3GB option in BOOT.INI

8 Provides up to 3 GB per-process
address space

8 Windows Server 2003 & XP SP2
supports variations from 2GB to
3GB (/USERVA=)

©® Restrictions to use:

8 Only available on Windows 2000
Advanced Server & Server 2003 &
XP SP2

@ Limits memory to 16 GB

8 _EXE must have “large address
space aware” flag in image header,
or they're limited to 2 GB (specify at
link time or with imagecfg.exe in
Resource Kit)

2-7
64-bit Address Spaces
©® 64-bits =17,179,869,184 GB
® x64 today supports 48 bits virtual = 262,144 GB
® |A-64 today support 50 bits virtual = 1,048,576 GB
x64 Itanium
"
8192 GB 7152 GB
(8 TB) (7 TB)
User User
process process
space space
2-8
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Process Memory Usage

® What limits total process private virtual memory?

® Page file size + (most of) physical memory
©® (Called “Commit limit”

® What limits physical size of a process?

® Physical memory + Memory Manager policies
@ Based on memory demands and paging rates

2-9

Process Memory Usage: “Working Set”

@ Working set: All the physical pages “owned” by a process

© Essentially, all the pages the process can reference without incurring
a page fault

@ A process always starts with an empty working set
©® Pages itself into existence
©® XP prefetches pages to speed up application startup
® Many page faults may be resolved from memory

|:| newer pages older pages

)\ ™ [T

< PerfMon >

Process “WorkingSet”

2-10

Windows Internals & Advanced Troubleshooting
Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich




Task Manager

Process Memory Information

g\ﬂﬁnduws HT Task Manager

File Options View Help

=101

Processes tab

@ “Mem Usage” = physical
memory used by process
(working set size, not
working set limit)

> Note: Shared pages are
counted in each
process
@ “VM Size” = private (not
shared) committed virtual
space in processes ==
potential pagefile usage
“Mem Usage” in status bar

is not total of “Mem Usage”
column (see later slide)c

Applications ; F I Performance I @ @

ImageMame | PID| CPU[CPUTL.. [ MemUsage| WM Size
System |dle Pr... i 97 B2418 16K 0K
System 2 oo 00035 200K 36K
IMNEE.ENE 20 0o 00000 0K 164 K
CaE5.EHE 24 oo oooie EFEK 1432K
WINLOGOMN.E.. 4 oo 00002 oK 12K
SERYICES EXE 40 oo 00004 024K 1124K
L5455 EXE 43 oo 00000 200K 48K
SPOOLSS.EXE 67 oo 00000 GOk 2008k
METDDE.EXE 74 oo 00000 oK 528K
AMGRSRVCE.. 84 oo 00000 Ok 056K
clipsry. e a0 an 0:00:00 oK 6K
SDSRAV.EXE 95 oo 00000 20K 576K
RPCSS EXE 109 oo 00000 320K 20K
TCPSYCS.EXE 12 oo 00000 172K 496 K,
TAPISRY.EXE 118 oo 00000 200K EE4 K.
wihisve. exe 127 oo 00000 0K 324K
EXPLORER.E.. 130 oo 000Es 204K 17EEK
PSTORES.EXE 137 oo 00000 32K 1812k
RASMAN EXE 140 oo 00000 44K 1080k
whimod32 exe 142 oo 00000 1604 K  1496K =]
4 v

End Process
3

‘ Processes: 38

|CPU Usage: 3%

‘Mem Usage: BB312K / 274772K

A

t from:

Screen snapshof

Tiask,

P

2-11

Process Explorer

@ “Private Bytes” = Task Manager “VM Size”
orking Set” = Task Manager “Mem Usage
@ “Working Set” = Task Manager “Mem Usage”
@ Commit Charge shown as percentage in status bar

. Pracess Explorer - Sysinternals: www.sysinternals.com g@
Fle Options Vew FProcess Find Users Help
H & =aE XD

Process PID CPU Private Bytes < ‘working Set | Description Company Name [
[T MSHIndex.2xe 3840 71.700K 2,948 K MSH Desktop Search executable Micsosoft Carporation

@:| POWERPNT EXE 2764 54,456 K 43460 K Microsoft Office PowerPoint Micsosoft Carporation

O|0UTLOOK EXE 5184 51.428K BITIEK  Microsoft Dffice Outlaok Micsosalt Carporation
@ SharpRizader exe 4880 39788 K 25128K  ShapReader Hutteman
™ sqlservr.exs 1408 31136K 8476 K SOL Server Windows NT Miciosolt Corporation
avarlt exe 524 2B EB4 K 23176 K Avant Browser

4 explorer.exe 28 25312K 39584 K Windows Explorer Microsolt Corporation
[T svchost.exe 1578 18856 K 19176 K Generic Host Process for Win32 Services Microsoft Corporation
2 piocesp.exe 3876 143 16.E52K 23532K  Sysinternals Frocess Explorer Spsintemals
=] spaclsv.exe 188 11,380K 5772K  Spocler SubSpstem App Micresoft Corparation
{8 vinlogan.exe 752 8.980K 8916K windows MT Logan Application Micrsoft Corparation
(" inetinfo.exe 1312 772K BE2BK  Intemet Information Services Micsosoft Carporation
@ goasDiServ.exe 2168 5 820K 10988 K Microsoft AntiSpyware Data Service Microsoft Corporation v

h P AEZGY 1Chchour i

[CPU Usage: 2.24%  Commit Charge: 32,34%  Processes: 58 Paused

®

2-12
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Shared Memory

© Like most modern OSs,
Windows provides a way for processes to
share memory

®  High speed IPC (used by LPC, which is used
by RPC)

@ Threads share address space, but applications
may be divided into multiple processes for
stability reasons

@ Processes can also create shared memory
sections

©® Called page file backed file mapping objects
®  Full Windows security

® It does this automatically for shareable pages
® E.g, code pages in an EXE or DLL

=,

Process 1
Address
Space

Process 2
Address
Space

Physical
Memory

2-13

Viewing the Working Set

® Working set size counts shared pages in each working set

® Vadump (Resource Kit) can dump the breakdown of
private, shareable, and shared pages

C:\> Vadump -o -p 3968

14 3 1
46
36

7
17
44

B NP W

1
0

O OOoOOo

Module Working Set Contributions in pages
Total Private Shareable

Shared Module

0 NOTEPAD.EXE
43 ntdll.dll
35 kernel32.dl1l
5 comdlg32.dll
15 SHLWAPI.dll
.dll

40 msvcrt

2-14
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Working Set Replacement
i

® When process reaches working set maximum, must give up
pages

® This is called a local page replacement policy
(versus a global replacement policy common on Unix)

© Means that a single process cannot take over all of physical
memory unless other processes aren’t using it

© Page replacement algorithm is least recently accessed

B  Windows 2000: only on uniprocessor; Windows XP and Server
2003: All systems

D\i|||||||e###j}||||||||i\{D
! "

]

Kept in
memory on
standby or
modified
page list
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Paging Lists
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Managing Physical Memory

@ System keeps unowned physical pages on one of
several lists

© Free page list
Modified page list

¢}

Standby page list

¢}

Zero page list

Q

Bad page list — pages that failed memory test at system
startup

Standby And Modified Page Lists

@ Modified pages go to modified (dirty) list
©® Avoids writing pages back to disk too soon

® Unmodified pages go to standby (clean) list

@ They form a system-wide cache of “pages likely to be
needed again”

©® Pages can be faulted back into a process from the standby and
modified page list

® These are counted as page faults, but not
page reads

Windows Internals & Advanced Troubleshooting
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Free And Zero Page Lists

©® Free Page List
©® Used for page reads
® Private modified pages go here on process exit
© Pages contain junk in them (e.g., not zeroed)
©® On most busy systems, this is empty

© Zero Page List

© Used to satisfy demand zero page faults

awoken to zero them

© On most busy systems, this is empty too

@ References to private pages that have not been created yet

© When free page list has 8 or more pages, a priority zero thread is

2-19

Paging Dynamics

demand zero page read from
page faults disk or kernel

allocations

modified
page
writer

“olobal Modified

valid” Page
faulis . -
working set

replacement

Private pages
at process exit
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Memory Management Information

Task Manager

Performance tab Windows Task Manager - Ellil

Fle Options  Wiew Help

Applications I Processes |
rCPUUsage ——  ~CPU Usage History

@ “Available” = sum of free,
standby, and zero page lists
(physical)

~Memory sage Histary

® Maijority are likely standby
pages

6 “System Cache” = size of
standby list + size of system

. . ~Totals——————————————— ~Physical Memary (K}
working set (file cache, paged Hendles s7eq | | Total Z61615
. Threads 285 Available 7558

pool, pageable OS/driver code Processes a4 | | System Carhe 119424

& d ata) —Commit Charge (Kj—————  ~Kernel Memory (K)
Total 182400 Total 45616
Lirn 632408 Paged 40192
Peak 09732 Monpaged 5624

[Processes: 34 [CPU Usage: 49% [Mem Usage: 182400k [/ 6324088 s

Screen snapshot from:
Task Manager | Performance tab

Viewing the Paging Lists

© Only way to get actual size of physical memory lists is to use
Imemusage in Kernel Debugger

1kd> !memusage
loading PFN database

Zeroed: 0 ( 0 kb)

Free: 3 ( 12 kb)

Standby: 98248 (392992 kb)
Modified: 563 ( 2252 kb)
ModifiedNoWrite: 0 ( 0 kb)
Active/Valid: 93437 (373748 kb)
Transition: 1 ( 4 kb)
Unknown : 0 ( 0 kb)

TOTAL: 192252 (769008 kb)

Screen snapshot from:kernel debugger
!memusage command 2-22
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Do | Need More Memory?

® No single performance counter can answer this

® Page fault activity doesn’t necessarily show it

©® First, don’t forget to monitor page reads, not page faults (soft
faults don’t indicate a need for more memory)

© But, some hard page faults are unavoidable!
® Process startup
® Normal file I/O done via paging
® The Solomon/Russinovich “Simple” formula:
©® Available Memory is small most of the time
® To be any more sure, must trace I/Os and analyze

©® [f1/Os occur frequently to the same part of the same files OR
reads from Pagefile.sys, memory might help

® Note: Filemon does not show reads from Pagefile.sys if in basic
mode 2-23

Why “Memory Optimizers” are

Fraudware
Before:
‘ Notepad | Word | Explorer | System |Avai|able‘
During:
|Avai|.| RAM Optimizer ‘

Notepad Word Explorer System

' e

See article on this topic at
http://www.winnetmag.com/Windows/Article/ArticlelD/41095/41095.html

Available

2-24
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Page Files

Page Files

® What gets sent to the paging file?

©® Not code — only modified data (code can be re-read from image
file anytime)

® When do pages get paged out?
® Only when necessary

© Page file space is only reserved at the time pages are written
out

©® Once a page is written to the paging file, the space is occupied
until the memory is deleted (e.g., at process exit), even if the
page is read back from disk
® Can run with no paging file

©® Windows NT4/Windows 2000: Zero pagefile size actually
created a 20MB temporary page file

2-26
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Sizing The Page File
® Given understanding of page file usage, how big
should the total paging file space be?
(Windows supports multiple paging files)

® Size should depend on total private virtual
memory used by applications and drivers

® Therefore, not related to RAM size (except for taking
a full memory dump)

2-27

Sizing The Page File

® Worst case: Windows has to page all private data out to
make room for code pages

©® To handle, minimum size should be the maximum of VM usage
(“Commit Charge Peak”)

©® Hard disk space is cheap, so why not double this
® Normally, make maximum size same as minimum

© But, max size could be much larger if there will be infrequent
demands for large amounts of page file space

©® Performance problem: Page file extension will likely be very
fragmented

©® Extension is deleted on reboot, thus returning to a contiguous page
file

2-28
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<)

Task Manager
Performance tab

Total committed private virtual memory
(total of “VM Size” in process tab +
Kernel

Memory Paged)

not all of this space has actually been
used in the paging files; it is “how
much would be used if it was all paged
out”

“Commit charge limit” = sum of
physical memory available for
processes + current total size of
paging file(s)

does not reflect true maximum page
file sizes (expansion)

when “total” reaches “limit”, further
Virtl#aIAIIoc attempts by any process
will fail

@ PF Usage

Memory Management Information

File Options View Help

Applications || Processes PErfDrmance Networking

CPU Usage CPU Usage History

|

Page File Usage History

Totals Physical Memary (K)

Handles 93008 Total 763944
Threads 355 Available 430560
Processes 41 System Cache 349388
Commit Charge {K) Kernel Memory (K)

Total 204368 Total 42764
Limit. 1136712 Paged 34676
Peak 205340 Monpaged 8088

Processes: 41

CPU Usage: 4% Commit Charge: 2000 f 1110M

Memory Leaks

Windows Internals & Advanced

Troubleshooting

Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich

Screen snapshot from:
Task Manager | Performance tab




Process Memory Leaks

® System says “running low on virtual memory”

@ Before increasing size of page file, look for a process
(or system) memory leak

® Look for who is consuming pagefile space

©® Process memory leak: Check Task Manager,
Processes tab, VM Size column

® Or Perfmon “private bytes”, same counter

2-32

Lab: Process Memory Leak
® Leakyapp.exe is in the 2000 Resource Kit

@ Continuously allocates private, nonshareable virtual
memory

® When there is no more, it just keeps trying..

® To cause a memory leak, run it and press Start
Leaking

® Run several copies to fill pagefile more quickly

My Leaky App

Page File In Use Start Lesking
INNEEER Besa

2-33
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Kernel Memory Leaks

©® A driver leaking nonpaged pool ® Or, a growing Memory

shows up as large and growing Usage and Paged pool
Nonpaged pool usage usage

Lol
=lalx| Ele Options Yew Help

Fle Qptions Yiew Help

Applicetions | Processes |Perfarmance |

~CPUUsage—— ~CPU UsageHistory——————————————
MEM Usage——  ~Memory Usage Histary —————————————
0B ﬁ
[f Tot=ls Physical Mamary (K} Handles 6970 | | Total 85076
Handles 6970 | | Total 65076 Threads 431 Avallable 14724
Threads 431 Avallable 14724 Processes 39 System Cache 10532
Processes 38 | | System Cache 10532

r~ Commit Charge (K’ ~Kernel Memory (K]
it Ekres i) Ea v &)

el P :El”‘gl i) a0 Tatal 139076 Tokal 51740
o o Limit 14934¢ | [Paged 45916
ik 143544 Peak 141920 Nonpaged 5624
Peak 141920 Monpaged 552 pag

Pracesses: 39 (CPU Usage: 9% Mem Usage: 139076k | 143344
2-34

Processes: 39 CPU Usage: 9% |Mem Usage: 139076K | 149344k 2

Handle Leaks

® Processes that open resources but don’t close
them can exhaust system memory

® Check total handle count in Task Manager
Performance tab

® To find offending process, on Process tab add Handle
Count and sort by that column

® Using Process Explorer handle view with differences
highlighting you can even find which handle(s) are not
being closed

® Sysinternals Testlimit with —h option leaks handles
@ http://www.sysinternals.com/files/testlimit.zip

2-35

Windows Internals & Advanced Troubleshooting
Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich



Kernel Memory Pools

®Two system memory pools
®“Nonpaged Pool” and “Paged Pool”

®Used for systemwide persistent data (visible from any
process context)
®Pool sizes are a function of memory size & Server
vs. Workstation
©®Can be overidden in Registry:

HKLM\System\CurrentControlSet\Control\Session Manager
\Memory Management

2-36

Kernel Memory Pools

©® Nonpaged pool

® Has initial size and upper limit (can be grown dynamically, up to the
max)

© 32-bit upper limit: 256 MB on x86 (NT4: 128MB)
© 64-bit limit: 128 GB
® Paged pool

© 32-bit upper limit: 650MB (Windows Server 2003), 470MB
(Windows 2000), 192MB (Windows NT 4.0)

© 64-bit limit: 128 GB

® Pool size performance counters display current size, not
maximum

©® To display maximums, use “lvm” kernel debugger command

2-37
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Process Explorer

| 2 system Infarmation m= =]
CPU Usage (OPU Usage Hstory

-- . kernel Memory (k)

@ Or, just use Process Explorer's System Information dialog

Paged Physical 77,192
Paged Virtual 93,512
Paged Limit 163,840
:::es 47 ::‘:RIM:W I..Il.mf.'.u.' ::::uueka NanagEd 18J220
freats Rl :m‘ﬁrmm Monpaged Limik 210,964
Conteret Charge (K) Kernel Merivory () Mapped Fie Wiits Deka
Currert 44, TG Pagad Physical R CFU and LJO
Limit 1,965,672 Pgnd Wirlual 08,517 Cortuxt Svalch Della 4,361
Puak, 1,130,420 Paged Limik. 163,840 10y Read Dl 17
e o | e o | oo —2
[#]zhew ore graph pes CPU E |
2-38
Lab: Causing a Pool Leak
® Run NotMyFault and
select “Leak Pool” Not My Fault EX
@ http://www.sysinternals.c Drce ot test proga
. . By Mark Ruzzinovich [C) 2002-2004
om/files/notmyfault.zip O
f* High IROL fault [kemelmade]
e
Allocates paged pf)ol & Yo
buffers and doesn'’t free & Code overnrite
them " Stack trash
. " High IROL fault [uzermode)
6 Stops leaking when you ¢ Desdock
select “Stop Leaking” € Hang
Do Bug | Exit
2-39
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Debugging Pool Leaks

©® Two options:
® Poolmon

@ In the Support Tools and the Device Driver Kit
(DDK)

® Requires that you turn on Pool Tagging with
Gflags on Windows NT and Windows 2000

® Driver Verifier
O Select all drivers

®Turn on pool tracking

Monitoring Pool Usage

® Poolmon.exe (Support Tools)
® Shows paged and nonpaged pool consumption by data structure “tag”

® Must first turn on “pool tagging” with Resource Kit gflags tool & reboot
B On by default in Windows Server 2003 (not in XP or Win2000)

o Prompt -
Memory @ 130484K Avarl: 63296k FPageF [ts: [5] InkEam Krnl: 2816K P:12908K
Conmrit: SEF40K Limit: 322000K Peak: S7028K Pool M: 2464K P:15072K
Tag Type Allocs Frees oiff Ertes Per Alloc
Key Paged 33zFs [ O3 33013 {03 262 16800 ol G4
“Mkb Paged 33275 [+3] 33155 [+3] 120 23104 ) 192
obsq Paged 31597 [ 03 31597 [ 0f [+] o [*5] o
IoMm Faged 9963 b 2056 s3] 912 129984 ( a) 142
M Paged Fos0 ¢ O3 6519 ¢ 03 531 9335104 03 17580
File Monp 5477 o] 3932 [+3] 1545 296640 [+ 192
NtFC Paged so3g ¢ O) 5011 ¢ 03 28 1792 ( o3 64
Gh 5§ Paged igFz ¢ 0Y 3368 ¢ O3 204 264320 [*5] 1295
Gh 4 Paged 3498 [+3] 3477 [+3] 21 4256 ) 202
sect Paged 2862 ¢ O3 2596 (03 266 34048 ol 128
Sesd Paged 2839 o) 2651 O [o}] 188 33536 o) i7g
Wad  MNonp 2660 [s)] 1629 s3] 1031 65934 o) 64
Mm_a Nonp 2517 ¢ 03 1515 ¢ 03 1002 96160 ol a5
HNrfs Nann 308 § Al a9z F oY 113 14&80 o 131
Controls: “p” to toggle between nonpaged, paged pool, or both

“b” to sort by total # of bytes, “a” to sort by # of allocations, “t” to sort by structure tag
“?” displays help
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Troubleshooting with Poolmon

@ Once you find pool tag that is leaking, need to find
which driver is creating the tag

1. Try looking up in Windows Debugging Tools subfolder
\triage\pooltag.txt

® May not be there if 31 party driver
2. If not, run Strings (from Sysinternals) on all drivers:

strings \windows\system32\drivers\*.sys | findstr
Xyzz

® Or, use new Poolmon in 2003 DDK to generate local
pool tags
©® Poolmon -c will create a “localtag.txt” (if not present)

® Scans binaries of loaded drivers for pool tags
© Still missed drivers that are loaded but deleted

2-42

Finding All the Drivers

Note that while most drivers are in \Windows\System32\Drivers,
they can be loaded from anywhere

(¢)

o

To check the location of all drivers:

® Run Msinfo32.exe, click on Software Environment->System Drivers,
sort by Path

©® Or, type “Driverquery /v* (XP & 2003)
However, some drivers are deleted after they are loaded

()

© Binary file and registry key can be deleted after load
© Examples: Process Explorer, Filemon, Regmon

(¢)

Instead, list system loaded kernel mode module list
©® Drivers.exe or Pstat.exe
® “Im k” in Kernel Debugger
©® Process Explorer DLL view of System process

2-43
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Troubleshooting with Driver Verifier

®Use Driver Verifier to enable pool tracking for all
drivers (or ones of interest)
@System tracks pool usage by driver

©® Poolmon looks at pool usage by structure tag

=y Diriver Verifier Manager x|

Diives Stahzs | Giobal Counires | ool Tiacking. $#%nds | Wolatin Settings |

 Direens curertly acine i the sysbem 7 Yenhcabon lype
I & My o dirvers H\-‘ulvwluiulllmus I Spocial pocl

Dirrves nsiicasion Stahus [ Vorsion =] || T Foue JAGL cheching
ey Thetied Wierach Comporation & 00 2164 1 j w8 1ge e gl
P S e Mioreh Capasion 50021341
borpays  Disabled Micncacit Corporalion 500 21581 I 110 vaicatiorr
chigs  Dmsbied Miciost Covpralion 50021351
cdomays  Dusbied Microioh Coporsion 50021651 £ Lyl
clssprq s Disabledd Micnoackt Corporation 500 21441 € Leve
i Drabbecd Microst Covpralion 50021911
dikips  Dusbied Microioh Coporsion 50021601
diskperfays  Disabled Mook Comporniin SO0ZIT
e o VEEHTAR Sedhuie "r-r'
| Erefemed Soifings
~Veriby thess addtional direers aites resd scboot - Boset A1
| Ly
e
2-44
©® Reboot and look at the pool usage of each driver
©® A leaker exhibits the following
©® Current allocations is always close to or equal to the peak
® The peak grows over time
© |f the leak is significant the peak allocations or bytes will be large
Driver Status | Global Counters  Pool Tracking | Sattingsl Wolatile !
r~ Individual counter
T
Paged poal: I
Current allocations: |55E5 L
Peak allocations: |5595 F
Current bptes: |115?21 20 C
Peak bytes: I'I 1572120 F
Global counter
Mat tracked allocations: ID | 95
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End of Part 2

Next: Troubleshooting with Filemon & Regmon
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Outline

1. Process & Thread Troubleshooting

2. Understanding & Troubleshooting Memory
Problems

3. Troubleshooting with Filemon & Regmon

4. Crash Dump Analysis
5. Boot & Startup Troubleshooting

Troubleshooting Application Failures

©® Most applications do a poor job of reporting file-
related or registry-related errors

® E.g. permissions problems
® Missing files

® Missing or corrupt registry data

3-2
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Troubleshooting Application Failures

® When in doubt, run Filemon and Regmon!

© Filemon monitors File I/O; Regmon monitors registry
I/O

® |deal for troubleshooting a wide variety of
application failures

©® Also useful for to understand and tune file system
access

® E.g. understanding hard drive activity

3-3

Using Regmon/Filemon

® Two basic techniques:

® Go to end of log and look backwards to where
problem occurred or is evident and focused on the last
things done

® Compare a good log with a bad log

® Often comparing the 1/0 and Registry activity of a
failing process with one that works may point to
the problem

@ Have to first massage log file to remove data that
differs run to run

® Delete first 3 columns (they are always different: line #, time,
process id)
©® Easy to do with Excel by deleting columns
® Then compare with FC (built in tool) or Windiff
(Resource Kit)

34
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Example: Word Crash

® While typing in the document Word XP closes
without any prompts
® See filemon-lab2.log and try and determine why

® Go to end of Filemon log and search backwards for
Winword.exe

©® Stop at first unexplainable activity

3-5
Solution: Word Crash
.
. . [13 ” H
@ Working backwards, the first “strange” or unexplainable
behavior are the constant reads past end of file to

Time: Process FRequest Path Result Qther
1 23148 PM WINWORD.EX.. READ C:\Program Files\Camman Files\Microsaft SharedyProofMSSP3ES.LEX END OF FILE Offset: 1251810 Length: 457
| 2:31:48 PM WINWORDEX.. READ C:AProgram Files\Common FilesiMicrosoft Shared ProofMSSPIES.LEX END OF FILE Offset 1251810 Length: 457
1 23148 PM WINWORDEX.. READ C:\Program Files\Common Files\Microsoft SharediProofMSSP3ES.LER END OF FILE Offset 1251810 Length: 457
3 23148 PM WINWORD.EX... READ C:\Program Files\Common Files\Microsoft SharedWProofMSSP3ES.LEX END OF FILE Oifset: 1251810 Length: 457
1 23148 PM WINWORD.EX.. READ C:\Program Files\Common Files\Microsoft SharedWProof\MS5P3ES.LEX END OF FILE Oifset: 1251810 Length: 457
3 23148 PM WINWORDEX.. READ C:AProgram Files\Common FilesiMicrosoft Shared ProofMSSPIES.LEX END OF FILE Offset 1251810 Length: 457
3 23148 PM WINWORD.EX.. READ C:\Program Files\Commaon Files\Microsoft Shared\ProofMSSPIES.LEX END OF FILE Offset 1251810 Length: 457
723148 PM WINWORD.EX... READ C:\Program Files\Common Files\Microsoft SharedWProofMSSP3ES.LEX END OF FILE Oifset: 1251810 Length: 457
3 23148 PM WINWORD.EX.. READ C:\Program Files\Common Files\Microsoft SharedWProofMSSP3ES.LEX END OF FILE Oifset: 1251810 Length: 457

@ User looked up what .LEX file was

© Related to Word proofing tools
© Uninstalled and reinstalled proofing tools & problem went away
3-6
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DLL Problems

©® Process Explorer may solve a DLL versioning issue, but
may not if:
© ADLL is missing
©® The order of DLL loads is relevant
® So, use Filemon!
©® Look at the last DLL opened before the application died

©® Compare the startup of a working with a failing application

©® Missing or inaccessible DLLs often not reported correctly
© ook for “NOTFOUND” or “ACCESS DENIED”

® May be opening wrong versions due to wrong versions being in
folders in PATH

3-9

Example: Word Dies

® Word97 starts and a few seconds later gets a Dr.
Watson (access violation)

© Customer tried re-installing Office — still failed
® Solution:

@ Ran Filemon, looked at last DLL loaded before Dr.
Watson

@ |t was a printer DLL

@ Uninstalled printer — problem went away

3-10
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Example: Access Hangs

® Problem: Access 2000 would hang when trying
to import an Excel file

® Worked fine on other users’ workstations

® User had Access 97 and Access 2000 installed

® Compare filemon-lab4-good.log with filemon-
lab4-bad.log

3-13

Solution: Access Hangs

® Failing system was loading an old Access DLL
from \winnt\system32 due to having installed
Access 97 previously

® First unexplainable difference was that Accwiz.dll
was being loaded from two different directories

® Removed DLL in \winnt\system32 and problem
went away

3-14
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Example: Access Denied

@ AOL reported this error:

America Online Error

Your MATN.IDX File is damaged. IF this problem persists, you may need ta reinstall the America Online software. For
more information, go to Keyword:help and refer to MAIN.IDX in the Error Messages section.

@ Filemon showed this:
waol.exe OPEN C:\PROGRA~1\AMERIC~1.0\IDB\main.ind ACCESS DENIED

@ User did not have admin rights to AOL directory

3-15

Example: Outlook Application Error

® For example, an Outlook application failed with this
error:

Information Systems Workfow x|

'E Application-defined or abject-defined error
Message ID: [Connect] [LoadGloballSwYariables]. [LMN: 7] [EM: 267]

® Ran Filemon and found it was getting Access
Denied

1137 1008 QUTLOOKEXE... FASTIO_CHECK .. CAWINDOWS\System32\MSCOMCTL.OGK SUCCESS Read
113 1008 DUTLOOKEXE  FASTIO_FEAD  CwINDOWS\System3AMSCOMCTL 00X SUCCESS Ofset
DUTLDOK EXE .. FASTIO_QUERY_ . CAWINDOWS'System32AMSCOMCTLOCK SUCCESS Size:©

FASTIO_QUERY 55

|RP W] CREATE

® Someone had misread a request to remove EDIT
rights and removed all rights

3-16
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File 1/O Activity

® Sometimes, applications perform needless file 1/O

® Run Filemon to see how “quiet” your system is when
you think nothing is going on

©® Some applications perform inefficient file 1/0

® May be due to libraries used in application that
indirectly cause needless I/O

3-18

Lab: Notepad File Save

Run Filemon

Set filter to only include Notepad.exe
Run Notepad

Type some text

Save file as “test.txt”

Go back to Filemon

Stop logging

Set highlight to “test.txt”

Find line representing creation of new file

© ® NOoO Ok~ wDd~

® Hint: look for create operation

3-19
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Understanding Disk Activity

® Performance counters show which disks are
being hit, but not which files

® Filemon pinpoints which file(s) are being
accessed and how frequently

©® Example: used Filemon on a server to determine
which file(s) were being accessed most
frequently

® |Imported into Excel and make a pie chart by file
name or operation type

@ Moved these files to a different disk on a different
controller

3-20

Agenda

® Troubleshooting with Filemon
® Troubleshooting with Regmon

3-21
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Configuration Problems

©® Missing, corrupted or overly-secure Registry
settings often lead to application crashes and
errors

® Some applications don’t completely remove
registry data at uninstall

® Regmon may yield the answer...

3-22

Registry Activity

® Normally, registry activity should be only at
application/system startup and exit

© But, sadly, lots of processes perform needless
registry querying...

® Try running Regmon to see how “quiet” your
registry is

3-23
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Regmon Applications

® If you suspect registry data is causing problems,
rename the key and re-run the application

© Most applications re-create user settings when run

@ |n this way, the data won’t be seen by the application

© Can always rename the key back

3-24

Example: Missing Word Toolbar

® Problem:

® User somehow disabled all toolbars and menus in
Word

® No way to open files, change settings etc.

© Solution:
® With Regmon, captured startup of Word
® Found location of user-specific settings for Word
® Deleted this Registry key

® Re-ran Word, which re-created user settings from
scratch

3-25
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Example: |[E Error

® Internet Explorer failed to start with this
error:

Internet Connection Wizard

Cannot load the Intemet Configuration library [ICFGNT.DLL). The following eror occurred:
The specified module could nat be found.

® See c:\lab\regmon-lab2.log

3-26

Solution: |IE Error

® Looked backwards from end of Regmon log

® Last queries were to:
HKCU\Software\Microsoft\Internet Connection Wizard

® Looked here and found a single value
“Completed” setto 0

® Compared to other users—theirs was 1
® Set this manually to 1 and problem went away

3-27
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Example: [E Hangs

® Internet Explorer hung when started
@ Default internet connection was set, but wasn’t being
dialed
® Dialing the connection first manually and then
running |E worked

® Background information:

® User had previously installed the AT&T Dialer
program, but had uninstalled it and created dial up

connection manually

3-28

Solution: IE Hangs

® Ran Regmon
® Looked backwards from end (at the point IE was

hung)
® Found references to ATT under a PhoneBook key

® Renamed ATT key and problem went away

® Conclusion: registry junk was left from uninstall

3-29
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Using Regmon

® Sometimes queries to what is not there is more
interesting than what is there
® |dentify missing Registry keys
®Search for status “NOTFOUND”

® May reveal hidden capabilities

3-30

Filemon/Regmon as a Service

® Sometimes need to capture I/O or registry
activity during the logon or logoff process

® E.g. errors occurring during logon/logoff
® Solutions:

® |Install and run Filemon/Regmon as a service using
Srvany tool in Resource Kit

@ Can configure to start at system boot

® For a quick, one-time execution, run
Filemon/Regmon with “psexec —s —i”

® In either case, but tools remain running after
logoff
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End of Part 3

Next: Crash Dump Analysis
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1. Process & Thread Troubleshooting

2. Understanding & Troubleshooting Memory
Problems

3. Troubleshooting with Filemon & Regmon

4. Crash Dump Analysis

5. Boot & Startup Troubleshooting

Outline

| © Crash dumps and tools
® Analysis basics
@ |RQLs
© Stacks
@ Analyzing an “easy” crash
® Un-Analyzable crashes
® Crash transformation
® Buffer overrun
©® Code overwrite
® Manual analysis
® Hung Systems
® When there is no crash dump
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Introduction

® Many systems administrators never attempt crash dump
analysis

® “| don’'t know what to do with one”...“Its too hard”....“It won’t tell me
anything anyway’...
@ Basic crash dump analysis is actually pretty straightforward

® Even if only 1 out of 5 or 10 dumps tells you what’s wrong, isn’t it
worth spending a few minutes?

@ More advanced crash dump analysis much harder
©® Not well documented
©® Requires advanced internals knowledge
© Often difficult to pinpoint cause
© More often than not, victim is often not the culprit

© e.g. a driver corrupts an operating system structure; NT crashes later

43

Why Does Windows Crash?

@ Top 100 Reported Crashing Issues (reported at WinHEC
2004 conference)
©® ~70% caused by 3rd party driver code
® ~15% caused by unknown (memory is too corrupted to tell)
©® ~10% caused by hardware issues
® ~5% caused by Microsoft code

@ There are lots of third party drivers!

©® From online crash analysis database:

© 28,000 unique drivers on XP (9 new / day)

© 130,000 total drivers seen on XP (88 revised / day)
® Many Devices

©® QOver 680,000 distinct Plug and Play (PnP) IDs

© 1,600 PnP IDs added every day
4-4

Windows Internals & Advanced Troubleshooting
Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich




Blue Screens

© The kernel and all drivers are “trusted” and share the
system address space

© Any driver or the kernel can cause corruption or an illegal
operation

® Many illegal actions can go undetected for long periods of time
® What causes crashes?

® Something in kernel-mode detects a problem and calls
KeBugCheckEx

© User-mode applications cannot directly cause a crash

45

What Happens At The Crash

@ When a condition is detected that requires a crash,
KeBugCheckEx is called

® Takes five arguments:
©® Stop code (also called bugcheck code)

® 4 stop-code defined parameters
® KeBugCheckEx:
©® Turns off interrupts
Tells other CPUs to stop
Paints the blue screen

Notifies registered drivers of the crash

2 @@ o O

If a dump is configured (and it is safe to do so), writes dump to disk

4-6
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Crash Dumps Options

® Small Memory Dump (aka minidump)

® Default for Windows 2000/XP p— =
Professional/Home EEEEEE ?

© Only 64kb (128kb on 64-bit systems) [ e

Default aperating syskem:
©® Contains minimal crash information
© Creates a unique file name in 7 Disphay lst of operating systems for [30 = secands.
\Windows\Minidump after reboot o
 Syskem Failur
® Kernel

™ wirite an event to the system log

. IV Send an administrative alert
©® Writes OS memory and not processes ¥ actamaticaly obot
@ most crash debugging doesn’t involve

Write Debugging Information

looking at process memory anyway [omat ey Domp @410 &l
© Useful for large memory systems Small Dump Directory:
(6] OVerWriteS eVery tlme |%SystemRoot%\Minidump
¥ Overprite any existing file
o Full
©® Default for Server Cancel

® Writes all of RAM
@ Overwrites every time

48

Minidumps

@ On Windows XP and Windows Server 2003, minidump is
always created, even if system set to full or kernel dump

@ Can extract a minidump from a kernel or full dump using
the debugger “.dump /m” command

@ To analyze, requires access to the images on the
system that crashed

® At least must have have access to the Ntoskrnl.exe

©® Microsoft Symbol Server now has images for Windows XP and
later

©® Set image path to same as symbol path (covered later)

4-9
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Writing a Crash Dump

will get a dump anyway)
® How is even this protected?

@ When the system boots it checks
HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\CrashControl

® Relevant components are checksummed:
© Boot disk miniport driver
© Crash I/O functions
© Page file map

written

® Crash dumps are written to the paging file
® Too risky to try and create a new file (no guarantee you

® The boot disk paging file’s on-disk mapping is obtained

® On crash, if checksum doesn’t match, dump is not

4-10

At The Reboot

NtCreatePagingFile

WinLogon
Session o
Manager e 1
SaveDump
User mode o
Kernel mode \ '4

Memory.dmp

Paging
ile

4-11
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At The Reboot

© Session Manager process (\Windows\system32\smss.exe) initializes
paging file o
® NtCreatePagingFile
©® NtCreatePagingFile determines if the dump has a crash header o
® Protects the dump from use

® Note: crash dump portion of paging file is in use during the copy, so virtual
memory can run low while the copy is in progress

©® WinLogon calls NtQuerySysteminformation to tell if there’s a dump to

extract e

® |[f there’s a dump, Winlogon executes SaveDump o
(\Windows\system32\savedump.exe)

® Writes an event to the System event log
8 SaveDump writes contents to appropriate file

® On XP or later, checks to see if Windows Error Reporting should be
invoked

Why Would You Not Get A Dump?

® Most common reasons:
© Crash occurred before paging file was open
® E.g. a crash during driver initialization
® Paging file on boot volume is too small
©® Not enough free space for extracted dump

©® Less common:
© The crash corrupted components involved in the dump process

© Miniport driver doesn’t implement dump 1/O functions

©® Windows 2000 and beyond storage drivers must implement dump I/O
to get a Microsoft® signature

©® How do you troubleshoot a system that is crashing with no
resulting dump?

©® Covered later...
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Online Crash Analysis (OCA)

® By Default, after a reboot
XP/Server 2003 prom ptS you to e system has recovered lrom a senous error.
send information to £ log of this cmor has been crealed
http ://watson.microsoft.com Please tell Microsoft about this problem.

‘whe have created an ermor report that you can send to help us improve
Microzoft Windows. "We will treat this report as confidential and

o Can be Conflgured W|th Computer MOnYmous.

. To see what data this error report contains, click here
Properties->Advanced->Error
Reporting

® Can be customized with Group
Policies

©® Do/do not show Ul

©® Send dump to an internal error
reporting server

4-14

Windows Error Reporting Internals

©® Savedump checks if kernel error reporting is enabled

© Checks two values under
HKLM\Software\Microsoft\PCHealth\ErrorReporting: IncludeKernelFaults
and DoReport

® [f crash reporting is enabled, Savedump:

© Extracts a minidump from the dump file (if system set to full or kernel
dumps)

© Writes the name of the minidump under
HKLM\Software\Microsoft\PCHealth\ErrorReporting\KernelFaults

® Adds a command to execute Dumprep.exe to
HKLM\Software\Microsoft\Windows\CurrentVersion\Run

@ This will cause it to run at the first user log on
® Dumpprep then:

© Generates an XML description of system version, drivers present, loaded
plug and play drivers and depending on the configuration

© Displays the message box (if enabled) to send the dump
©® Submits to dump for automatic analysis

4-15
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What Gets Sent

<?xml version="1.0" encoding="Unicode" ?>

<SYSTEMINFO>
Microsoft Windows <SYSTEM>

The system has recovered from a serious eror. <OSNAME>Microsoft Windows XP
Professional</OSNAME>

<OSVER>5.1.2477 0.0</OSVER>
<OSLANGUAGE>1033</OSLANGUAGE>

A log of this errar has been created

Please tell Microsoft about this problem.

‘Wwe have created an ermor report that you can send to help ug improve <ISYSTEM>
Microsoft Wwindows. e will treat this report as confidential and
anonymous. <DRIVERS>
To see what data this error report contains. click here. <DRIVER>
Send Encr Report | | Bont Gond <FILENAME>ac97intc.sys</FILENAME>

<FILESIZE>98112</FILESIZE>

o <CREATIONDATE>05-17-2001
1. XML description of system 06:31:52</CREATIONDATE>

version, drivers present, loaded

plug and play drivers <VERSION>5.10.0.3518</VERSION>

<MANUFACTURER>Intel

2. Minidump file (Loaded and Corporation</MANUFACTURER>
recently unloaded drivers, basic <PRODUCTNAME>
information on current process, Intel(r) Integrated Controller Hub Audio
kernel-mode call stack for the Driver</PRODUCTNAME>
interrupted thread, hardware devices </DRIVER>
installed)
4-16
What Does OCA Do?
® Server analyzes crash information submitted
@ |[f there is a response, displays a link to get more
information
© E.g. KB article, hot fix, updated 3 party driver, etc.
@ |f not, you can check back later at oca.microsoft.com
® If no solution, you should try and analyze dump
to tell you:
@ What driver to disable, update, or replace with
different hardware
@ What OEM to send the dump to
417

Windows Internals & Advanced Troubleshooting
Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich




Manual Crash Analysis

® There are two kernel-level debuggers that can open
crash dump files:

® WinDbg —Windows program
©® Kd — command-line program
©® Both provide same kernel debugger analysis commands
® Get the latest from:
http://www.microsoft.com/whdc/DevTools/Debugging/def
ault. mspx

©® Supports Windows NT 4, Windows 2000, Windows XP,
Windows Server 2003 (32-bit and 64-bit)

©® Check for updates frequently

4-18

Manual Crash Analysis

©® Open the crash dump with Windbg

©® When you open a crash dump with Windbg or Kd you
get a basic crash analysis:
@ Stop code and parameters
@ A guess at offending driver

@ The analysis is the result of the automated execution of
the lanalyze debugger command

6 lanalyze uses heuristics to determine what the likely
cause of the crash is

® Debugger tells you to type “lanalyze —v” to get
detailed debugging information

@ Explains the bugcheck code
@ Interprets the bugcheck parameters

4-19
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Symbol Files

@ |n order to analyze a crash dump, Debugger needs access
to (at least) the symbol file for Ntoskrnl.exe

® Symbol files contain global function and variable names

© Easiest to use Microsoft Symbol Server for symbol access
® Windbg: click on File->Symbol File Path
©® Enter “srv*c:\symbols*http://msdl.microsoft.com/download/symbols”

@ |f a minidump, must also configure image path to point to
location of images (File->Image File Path)

© Use same string as for symbol server (XP and beyond)

4-20

Outline

® Crash dumps and tools
[ ® Analysis basics
@ |RQLs
© Stacks
@ Analyzing an “easy” crash
® Un-Analyzable crashes
® Crash transformation
® Buffer overrun
©® Code overwrite
® Manual analysis
® Hung Systems
® When there is no crash dump

4-21

Windows Internals & Advanced Troubleshooting
Copyright © 2001-2004 David A. Solomon and Mark E. Russinovich




IRQLSs

©® |IRQL stands for Interrupt Request Level
© Each CPU maintains IRQL independently
©® Software and hardware interrupts map to IRQLs

©® When a CPU raises its IRQL to a level all interrupts at that level
and below are masked for that CPU

SYNCHTLEVEL

Hardware Unmasked

Interrupts

Current IRQL

Software
Interrupts

4-22

Key IRQLs

© PASSIVE_LEVEL:
©® No interrupts are masked
©® User mode code always executes at PASSIVE_LEVEL
© Kernel-mode code executes at PASSIVE_LEVEL most of the
time
© DISPATCH_LEVEL:
©® Highest software interrupt level
©® Scheduler is off
©® Page faults cannot be handled and are illegal operations

4-23
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Stacks

® The stack is the #1 analysis resource

© [t requires that a driver get “caught in the act’

©® Sometimes that’s not possible without the Driver Verifier's help
® Each thread has a user-mode and kernel-mode stack

©® The user-mode stack is usually 1 MB on x86

©® The kernel-mode stack is typically 12 KB on x86 systems
© Stacks allow for nested function invocation

© Parameters can be passed on the stack
© Stores return address
® Serves as storage for local variables

Outline

® Crash dumps and tools
® Analysis basics
@ |RQLs
© Stacks
| ® Analyzing an “easy” crash
® Un-Analyzable crashes
® Crash transformation
® Buffer overrun
©® Code overwrite
® Manual analysis
® Hung Systems
® When there is no crash dump
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NOtMyFaUIt.eXG Not My Fault EBX

Mothd yF ault
Driver crash best proaram
By Mark Russinovich (C) 2002-2004

Pick your poison:

e Test program and dr|Ver tO @ High IRGL fault (kemelmade)
" Butfer Dverflow
demonstrate common crash - i:unt
scenarios

" Stack trash
" High IRAL fault [usermode]

® It loads MyFault.sys

" Deadlock

©® MyFault.Sys has an IOCTL © Ham
interface that implements Leak Pool
different bugs —
0 Getitat /
http://www.sysinternals.com /
[files/notmyfault.zip User Mode

Kernel Mode

Generating a Straight-Forward Crash

@ Run NotMyFault and select “High IRQL fault (kernel
mode)”

® Allocates paged pool buffer
©® Frees the buffer
© Raises IRQL 2 DISPATCH_LEVEL
©® Touches the buffer
® Paged buffers that are marked “not present” but are

touched when IRQL = DISPATCH_LEVEL result in the
DRIVER_IRQL_NOT _LESS_OR_EQUAL bug check

©® Page fault handler calls KeBugCheckEx from page fault
handler

© The IRQL is not less than or equal to the maximum IRQL at
which the operation is legal (which is < DISPATCH_LEVEL)

STOP: AxAAAAAAD1 (AxE1DGEFARS , axA0A0ea1C, axA0aaanal . axEC2A63I5A )
RIUER IRQL_NOT_LESE_0OR_EQUAL
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High IRQL Fault Analysis

® lanalyze says “memory corruption”

® lanalyze —v easily identifies MyFault.sys by
looking at the KeBugCheckEx parameters

® Displays the faulting IP in Myfault.sys

Outline

® Crash dumps and tools
® Analysis basics
@ |RQLs
© Stacks
@ Analyzing an “easy” crash
[ ® Un-Analyzable crashes
® Crash transformation
® Buffer overrun
©® Code overwrite
® Manual analysis
® Hung Systems
® When there is no crash dump
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Crash Transformation

® Many crashes can’t be analyzed
® The “victim” crashed the system, not the criminal

® The analyzer may point at Ntoskrnl.exe or
Win32K.sys or other Windows components

® Or, you may get many different crash dumps all
pointing at different causes

® You’re goal isn’t to analyze impossible
crashes...

® [ts to try to make an “unanalyzable” crash into one
that can be analyzed

4-32

Crash Transformation Recipe

= Driver Verifler Manager

® The tool for crash
transformation is the Driver
Verifier (Verifier.exe — not in
Start menu)

® Introduced in Windows 2000

©® Helps developers test their
drivers and systems
administrators identify faulty e -
drivers T

® Run Verifier.exe

S Dtin-r\rmilerﬂanae(
® Choose “Create Custom
Settings”
® Choose “Select Individual
Settings from a List”

® Enable all options except Low
Resource Simulation

= Driver Verifier Manager

Ear peoiea st

4-33
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Using Driver Verifier

® Then, need to decide which drivers to verifier

1. First, try any “suspicious” drivers (recently updated,
known to be problematic, etc)

2. If no crash, try enabling verification on all 3 party
drivers and/or all unsigned drivers

3. If still no crash, enable verification on all drivers

©® May significantly slow down your system

4-34

Un-Analyzable Crash:
Buffer Overrun

@ Result when a driver goes past the end (overrun) or the
beginning (underrun) of a buffer

@ Usually detected when
overwritten data is

referenced

. Higher
©® Another driver or the Addresses

kernel makes the reference

® There can be a long delay
between corruption and
detection Driver Buffer

4-35
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Causing a Buffer Overrun

@ Run NotMyFault and select “Buffer Overrun”
© Allocates a nonpaged pool buffer

©® Writes a string past the end

® Note that you might have to run several times since a
crash will occur only if:

©® The kernel references the corrupted pool structures
© A driver references the corrupted buffer

@ The crash tells you what happened, but not why

4-36
©® |n this example, where the crash was the result of the kernel tripping
on corrupt pool tracking structures, the Bluescreen tells you what to do:
#*¥% STOP: AxPAAAAACS (Bx4F4Fr4r4r,0xPaaaonn:z . AxA00nana 1, AxBA467 137 )
h device driver has corrupted the executive mnemnory rool.
If this is the first time you've seen this Stop error screen.,
estart your computer. If this screen appears again., follow
these steps:
heck to make sure anu neuw harduware or software is properly installed.
£ this is a new installation, ask vour hardware or software manufacturer
or any Hindows 2888 updates you might need.
un the driver wverifier against any new {(or suspect? drivers.
If that doesn’t reveal the corrupting driver, tru enabling special pool.
oth of these features are intended to catch the corruption at an earlier
oint where the offending driver can be identified.
If you need to use Safe Mode to remove or disakle components .,
estart your computer, press FB to select Advanced Startup DPtlonS,
nd then select Safe Mode.
efer to your Getting Started manual for nmore information on
tv‘oubleshootn‘lg Stop errors.
#*% Address BA4ET7137 base at 80490008, DateStanp 38449k17 - ntoskrnl .exe
4-37
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©® Special pool is a kernel buffer area
where buffers are sandwiched with

What is Special Pool?

Invalid

invalid pages Page n+2
© Conditions for a driver allocating from Higher
SpeCial p00|: Addresses
© Driver Verifier is verifying driver Page n+1
ignature
® Special pool is enabled J
©® Allocation is slightly less than one
page (4 KB on x86)
Page n Invalid
4-38
® You get Special Pool when you enable the Verifier
& Driver Verifier Manager 3
Select individual settings from this full list
Enabled? | Test Type
L Special pool
Pool tracking
Force IRGL checking
1/0 verification
Enhanced /0 verfication
Deadlock detection
DMA checking
F Low resources simulation
Click Neod after you have selected the settings you want to create
*You will then be asked to select the drivers to verfy,
<Back | Ned> | [ Caneel
4-39
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The Verifier Catching Buffer Overrun

©® The Driver Verifier catches the overrun when it occurs
©® The blue screen tells you who'’s fault it is

©® lanalyze explains the crash and also tells you the buggy driver
name

©® The stack shows where the driver bug is

*¥x STOP: Ox00AAAADG (AxBAADSAAA ,8x00A0ARA1 ,AxEC24C3E7 , x000000808 >

TLa Jduwmi e i- 1o & * beyond the end of the allocation.

This driver may ke

¥% Address ECZICEFT base at ECZ24CH0A, DateStanp IA4dB3T73IT - mufault.sus

4-40

Un-Analyzable Crash:
Code Overwrite

® Caused when a bug results in a wild pointer
® A wild pointer that points at invalid memory is easily detected
© A wild pointer that points at data is similar to buffer overrun
® Might not cause a problem for a long time
© Crash makes it look like its something else’s fault
® System code write protection catches code overwrite, but
it's not on if:
© |t's a Windows 2000 system with > 127 MB memory
©® [t's a Windows XP or Server 2003 system with > 255 MB

4-41
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Causing a Code Overwrite

©® Run NotMyFault and select “Code Overwrite”
©® Overwrites first bytes of ntIntreadfile

@ Function is most common entry to /0O system so a random thread will
cause the crash

*#¥ STOP: AxAAAARALE (AxCAAAARILID,AxAAARARAZ, AxANAAARAR , AxBFE33B18)
[KMODE_EXCEPTION_NOT_HANDLED

©® The crash hints that the fault occurred in NtReadFile
® The last user-mode address is ZwReadFile
©® The ebx register in the exception frame points at NtReadFile
©® NtReadFile’s start location looks scrambled (u ntreadfile)

4-42

System Code Write Protection

© |[f at least one driver is being verified then system code write protection
is enabled
©® You can also enable it manually:
8 Set HKLM\System\CurrentControlSet\Control
\Session Manager\Memory Management

LargePageMinimum REG_DWORD OXFFFFFFFF
EnforceWriteProtection REG_DWORD 1

@ Reboot to take effect

©® Rerun NotMyFault

@ Crash occurs immediately and even the blue screen points at
MyFault.sys:

*#¥ STOP: AxAAAPAAEE (Ax8AAEBTFD,PxAA4EB1Z21,AxBESYABGA , AxAAAANAAE )
An attenpt was nmade to write to read-only menmory.

This driver nmay be at fault myfault.sys

*#¥ Address B8B4EBYFD base at 8A40PA0A, DateStanmp 38449L17 - ntoskrnl.exe

©® lanalyze shows the address of the write and the target (NtReadFile)

4-43
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Outline

@ Crash dumps and tools
® Analysis basics
© |RQLs
© Stacks
® Analyzing an “easy” crash
® Un-Analyzable crashes
©® Crash transformation
© Buffer overrun
® Code overwrite
[ ® Manual analysis
® Hung Systems
® When there is no crash dump

Manual Analysis

® Sometimes lanalyze —v isn’t enough
® Doesn't tell you anything useful
® You want to know what was happening at the time of the crash
@ Useful commands:
© List loaded drivers: Im kv
© Make sure drivers are all recognized and up to date
©® Look at memory usage: lvm
® Make sure memory pools are not full
© I full, use !poolused (requires pool tagging to be on)
© Examine current thread: 'thread
© May or may not be related to the crash
©® List all processes: !process 0 0
© Make sure you understand what was running on the system
© |If a Verifier detected deadlock: !deadlock
©® Additional commands: !help
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Analyzing a “Sick” System

® Sometimes a system is still responsive, but you
know that something is wrong with it

® You want to look at its kernel state, but...

® You don’t want to take it off line by crashing it or
connecting a debugger to it

® You can get a “dump” of a live system with
LiveKd (free download from Sysinternals.com)

® Use it to run Windbg or Kd

©® Use .dump to snapshot live system

4-46

Hung Systems

® Scenerio: “hard hangs” (e.g. no keyboard or
mouse response)

® Two techniques: both require prior setup and a
reboot

1. Manually crash the hung system and hope you get a
dump to analyze offline

2. Boot the system in debugging mode and when it
hangs, break in with the kernel debugger and
analyze system

4-47
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Crashing Hung Systems

©® Set the keystroke crash option

©® Set HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Services\i8042prt\
Parameters\CrashOnCtriScroll to 1

® Reboot
© Rerun NotMyFault
@ Enter right-ctrl+[scroll-lock, scroll-lock] to crash the system

%% STOP: AxAAARARAEZ (AxAAAAAARA , AxARARAARA , Ax ARAAARAA , Ax APARARAR 3|

The end-user manualluy generated the crashdunp.
© lanalyze won't help

© Use lthread to see what'’s running
® Use ~ command to look at each CPU
©® One CPU is executing MyFault code grabbing a spinlock

©® Spinlock hangs are much easier to debug than dispatcher object
(events, semaphores, mutexes) and resource hangs

4-48

Booting in Debugging Mode

©® If you have hangs or crashes with no resulting dump (or other
“spontaneous reboots”)

@ _..you need to get into the kernel debugger at the time of the crash
©® Boot in Debugging Mode
€ Two options to boot in debugging mode:
1. Press F8 during the boot and choose “Debugging Mode”
2. Or, edit the target’s boot.ini file to configure:

@ /debugport=comX /baudrate=XXX (note: default baud rate in Debugging
Mode is 19200)

8 Windows XP and 2003 support 1394
©® |n either case, this loads the kernel debugger at boot time
©® Does not affect performance

©® But, system will not auto reboot after a crash, even if configured to do
so!

4-49
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Debugging System in Debugging Mode

® When system hangs or crashes, attach a kernel debugger
and analyze
© |n Windbg, choose File->Kernel Debug
©® Configure baud rate and COM port
® Click OK

©® |If a crash, Debugger should connect and display the
bugcheck code
© [f a hung system, must break in with “Debug->Break”

® Type lanalyze —v and/or perform manual analysis
commands described earlier

©® To save complete memory dump for offline analysis, use “.dump”
(or “.dump /f’ to capture a full dump)
©® Note: this will be slow over a serial cable

4-50

End of Part 3

@ For more information:
® Windows Internals: Chapter 14 is on crash dump analysis
©® The help file which is installed with Debugging Tools for Windows

® Next: Boot & Startup Troubleshooting

4-51
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Outline

1. Process & Thread Troubleshooting

2. Understanding & Troubleshooting Memory
Problems

3. Troubleshooting with Filemon & Regmon
4. Crash Dump Analysis

5. Boot & Startup Troubleshooting

Introduction

@ Kinds of problems we're addressing:
© Error messages during boot
©® Crashes and hangs during boot
©® Errors messages during the logon process

@ Typical causes:

©® 3rd party drivers and applications

©® System file corruption due to hardware problems or blue
screens (from 3rd party drivers)

© Malware, viruses...
@ Common response: "Reinstall Windows"

® You can do better than that by understanding the boot and
startup process and the tools available to track down and
repair problems
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Agenda

@ The boot process

@ MBR corruption

@ Boot sector corruption

@ Boot.ini misconfiguration
@ System file corruption

© Crashes or hangs

5-3

o

2 ¢ @ @ O

Boot Process Terminology

@ Boot begins during installation when Setup writes
various things to disk

® System volume:

Master Boot Record (MBR)
Boot sector

NTLDR — NT Boot Loader
NTDETECT.COM
BOOT.INI

SCSI driver — Ntbootdd.sys

@ Boot volume:

©® System files — %SystemRoot%: Ntoskrnl.exe, Hal.dll, etc.

54
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The Boot Process

1. MBR

©® Contains small amount of code that scans partition table
©® 4 entries
©® First partition marked active is selected as the system volume

@ [ oads boot sector of system volume

2. Bogt sector (NT-specific code)

©® Reads root directory of volume and loads NTLDR

5-5

x86 and x64 Boot Process

3. NTLDR (screen is black)
e Moves system from 16-bit to 32-bit mode and enables paging

o Reads and uses Ntbootdd.sys to perform disk I/O if the boot
volume is on a SCSI disk

e Uses BIOS to read from system volume’s disk

e This is a copy of the SCSI miniport driver used when the OS is
booted

e Reads Boot.ini
e Boot.ini selections point to boot drive

e Specifies OS boot selections and optional switches (most for
debugging/troubleshooting) that passed to kernel during boot

6 If more than one selection, NTLDR displays boot menu (with
timeout)

e If you select a 64-bit installation, NTLDR moves the CPU into
64-bit mode

5-6
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The Boot Process (cont)

3. NTLDR (cont)
e Once boot selection made, user can type F8 to get to special
boot menu

e Last Known Good, Safe modes, hardware profile, Debugging
mode

e NTLDR executes Ntdetect.com to perform BIOS hardware
detection (x86 and x64 only)

e Later saved into HKLM\Hardware\Description

o NTLDR loads the SYSTEM hive (HKLM\System), boot drivers,
Ntoskrnl.exe, Hal.dll and transfers control to main entry point of
Ntoskrnl.exe

e Boot driver: critical to boot process (e.g. boot file system driver)

5-7

The Boot Process (cont)

4. Ntoskrnl (splash screen appears)

@ Initializes kernel subsystems in two phases:

e Firs)t phase is object definition (process, thread, driver,
etc
) Second builds on the base that the objects provide

6 This is done in the context of a kernel-mode system
thread that becomes the idle thread

@ |/O Manager starts boot-start drivers and then
loads and starts system-start drivers

® Finally, Ntoskrnl creates the Session Manager
process (\Windows\System32\Smss.exe), the first
user-mode process

5-8
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The Boot Process (cont)

5. Smss.exe:

() Runs programs specified in BootExecute e.g. autochk, the
native API version of chkdsk

] Processes “Delayed move/rename” commands

e Used to replace in-use system files by hotfixes, service packs,
etc.

e Get Pendmoves from Sysinternals to see registered commands
e Initializes the paging files and rest of Registry (hives or files)
e Loads and initializes kernel-mode part of Win32 subsystem

(Win32k.sys)

° Starts Csrss.exe (user-mode part of Win32 subsystem)
o Starts Winlogon.exe

5-10

The Boot Process (cont)

6. Winlogon.exe:
e Starts LSASS (Local Security Authority)

e Loads GINA (Graphical Identification and Authentication) to
wait for logon

e default is Msgina.dll
° Starts Services.exe (the service controller)
7. Services.exe starts Win32 services marked as
“automatic” start
e Also includes any drivers marked Automatic start (Start value
is 2)
e Service startup continues asynchronous to logons

End of normal boot process

5-11
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The Recovery Console

@ Description:

©® Simple repair-oriented command-line environment
©® Built on a minimal NT kernel
©® Bootable from Win2K/XP/Server 2003 Setup CD

“n

© Type “r’ to repair and then select the installation

® |nstallable onto hard disk (winnt32.exe /cmdcons)

icrosoft Windows XP(TM> Recovery Console.
he Recovery Console provides system repair and recovery functionality.

uype EXIT to guit the Recovery Console and restart the computer.

= G:n\WINDOWS

installation would you like to log onto
ENTER>? 1

trator password: *EEsmsmxs

ype ini
TNHINDOUS >

5-12

The Recovery Console

© Capabilities:
® File commands: rename, move, delete, copy
©® Service/Driver commands: listsvc, enable, disable
© MBR/Boot sector commands: fixmbr, fixboot
@ Limitations:
© Must “log into” the system with the Administrator password
©® Limits on what you can access:

® Only access system directory, \System Volume Information
directories, and root of non-removable media

©® Can only copy files onto system, not off

® You can override these in the Local Security Policy editor
(secpol.msc) on the installation when its running

©® No networking, file editing, or registry editing

5-13
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The boot process

MBR corruption

Boot sector corruption

e
e
e
@ Boot.ini misconfiguration
@ System file corruption

e

Crashes or hangs

5-14

MBR Corruption

@ Symptoms:
©® Hang at a black screen after BIOS executes

©® “Invalid Partition Table”, “Error loading operating system” or
“Missing operating system” message on black screen

@ Cause:
® MBRis corrupt
@ Resolution:
©® Boot into Recovery Console

® Execute the RC’s “fixmbr’ command

© |f the partition table is corrupt you have to rely on restoring a
backup MBR or use 3r-party disk repair tools

5-15
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Agenda

@ The boot process
@ MBR corruption

@ Boot sector corruption

@ Boot.ini misconfiguration
@ System file corruption
© Crashes or hangs

5-16

Boot Sector Corruption

@ Symptoms:
©® Black screen hang

© “A disk read error occurred”, “NTLDR is missing” or “NTLDR is
compressed” error message on black screen

@ Cause:
© Boot sector corruption
@ Troubleshooting:
® Bootinto RC
©® Execute “fixboot” command

5-17
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The boot process
MBR corruption
Boot sector corruption

e
e
e
@ Boot.ini misconfiguration
@ System file corruption

e

Crashes or hangs

5-18
Boot.ini Problems
® Symptom:
® NTOSKRNL complains that boot device is
inaccessible
indows could not start because of a computer disk hardware
onfiguration problem.
ould not read from the selected boot disk. Check boot path
nd disk hardware.
[Please check the Hindows documentation about harduware disk
onfiguration and your hardware reference manuals for
dditional information.
® Cause:
® Boot.ini is missing or corrupt
® Boot.ini is out-of-date because a partition has been
added
5-19
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Boot.ini Problems

©® Troubleshooting:
® Boot into RC
© Run Bootcfg /rebuild

:~>hootcfyg Arebuild
lBcanning all disks for Windows installations.
[Please wait,. since this may take a while...
he Windows dinstallation scan was successful.

1ts are stored statically for this
If the disk configuration changes ing th

in order to get an updated scan. vy st fir
the machine and then rescan the disks.

otal identified Windows installs: 1

[11: C:\WINDOUS

fidd installation to boot list? (Yess/NosAll>:
[Enter Load Identifier: Windows HP

[Enter 0% Load Options:

rehoot
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Agenda

@ The boot process
@ MBR corruption
@ Boot sector corruption

@ System file corruption

@ Boot.ini misconfiguration
@ Crashes or hangs
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Registry SYSTEM Hive Corruption

@ Symptom:
© NTLDR reports that System hive is corrupt
indows could not start because the following file is mMissing

or corrupt:
WINDOWSNSYSTEMI2NCONF IGNSYSTEM

ou can attempt to repair this file by starting Windouws Setup
1sing the original Setup CD-ROM.
ISelect 'r’ at the first screen to start repair.

@ Causes:
©® Disk is corrupt

©® System hive is corrupted or deleted

5-22

Registry SYSTEM Hive Corruption

® Troubleshooting:
©® Boot into RC
® Run Chkdsk

® If no errors, need to get a backup of the SYSTEM hive

® On XP with System Restore enable, look in \System Volume
Information

® Go to \_restore{xxx}\RPnnn\snapshot

® Copy _REGISTRY_MACHINE_SOFTWARE to
\Windows\System32\Config\System

©® Otherwise, copy from \Windows\Repair
© This backup is created by Windows Setup

® Backing up “System State” with Windows Backup update the
Repair directory
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System File Corruption

® Symptom:

©® Error message indicating that NTLDR, NTOSKRNL.EXE,
HAL.DLL or other system file is missing or corrupt

indows could not start because the following file is mMissing

or corrupt:
<Windows root>\system32zhal.dll.
IPlease re-install a copy of the above file.

©® Blue screen with corruption message

mponent
t ok 2 K not found. Re-

ication may fix this problem.
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System File Corruption

© Causes:
©® Disk is corrupt
©® File is missing or corrupt
® Troubleshooting:
©® Bootinto RC
© Run Chkdsk
©® If no chkdsk errors obtain clean copy of file and replace file

® Check in \Windows\System32\DLLCache for backup

O If not there, get a replacement from an identical system i.e. from
same hotfix or service pack

® |[f can’t find replacement use Automated System Recovery
(ASR) or some other disk image restore utility
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Agenda

@ The boot process

@ MBR corruption

@ Boot sector corruption

@ Boot.ini misconfiguration
@ System file corruption

© Crashes or hangs

5-27

Post-Splash Screen Crash or Hang

® Symptoms:
©® System blue screens on boot
©® Hang before logon prompt appears

©® NOTE: If system auto-reboots on crash you won'’t see the blue
screen!

©® Causes:

© Buggy driver

© Registry corruption of non-System hive
© Troubleshooting:

® |ast Known Good
or

® Safe Mode
or

® RC
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Accessing Last Known Good

@ Enable it by pressing F8 and selecting it in the Advanced
Options boot menu

indows Advanced Options Menu
[Please select an option:

Safe Mode
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable UGA Mode

Last Enown Good Configuration (your most recent settings that worked)
Directory Services Restore Mode (Hindows domain controllers only)
Debugying Mode

Start Windows Normally
Reboot
Return to 0OS Choices Menu

se the up and douwn arrow keys to move the highlight to your choice

LKG Description

@ Last Known Good (LKG) Uses backup of registry control
set last used to boot successfully

@ A Control Set is core startup configuration
6 HKLM\System\ControlOOn
® Control set only includes core OS and driver configuration

©® Control set does not include Software, SAM, Security, or
Users

® HKLM\System\Select\Current points at active Control Set
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LKG Description

©® Boot control makes a copy of the control set that booted
the system

©® Copy is ControlSet0O0n, where 00n is the next available number
® After a successful boot:

@ 1. LastkKnownGood is set to the copy

® 2.The previous LastkKknownGood is deleted
® By default, “Successful boot” is determined when

©® All the auto-start services have started successfully

© A successful interactive log in

©® Can be overridden programmatically

5-31

LKG Capabilities

©® Restores bootable configuration when:

® A new driver was installed since the last successful
boot

©® A driver’s settings were modified since the last
successful boot

©® System settings were modified since the last
successful boot
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LKG Limitations

® Doesn’t work if:
® An existing driver was updated
® A latent driver bug for some reason becomes active

® Files or registry hives are missing or corrupt
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Leveraging the Failed Control Set

@ When you use LKG the control set you avoid is saved
as the Failed control set

1. Look at the Failed value in the Select key — this is the control
set that you aborted

2. Export the current control set and failed control set to .reg
files

3. Massage the text so that there are no differences in the
control set name

4, Windiff or Fc to see what’s different
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Safe Mode Description

® Try Safe Mode if LKG doesn’t work

® Accessible from same boot menu as LKG

® |dea is to only include core set of
drivers/services
® Modeled after Safe Mode in Windows 95

® Avoids third-party and unnecessary drivers, which
hopefully are what’s causing the boot problem
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Safe Mode Description

@ HKLM\System\CurrentControlSet\Safeboot guides safe
mode by specifying names and groups of drivers
©® Normal, Network, Command-Prompt
© No networking in Normal
©® Networking includes networking services

© Command-Prompt is same as Normal except launches
Command Prompt instead of Explorer as shell for when Explorer
shell extensions cause logon problems

©® Directory Services Restore Mode: not for boot troubleshooting
(for repairing or restoring Active Directory database from
backup)
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Safe Mode Internals

@ Registry keys guide what’s in safe modes:

& HKLM\System\CurrentControlSet\SafeBoot\Minimal is for
Normal and Command-Prompt

® HKLM\System\CurrentControlSet\SafeBoot\AlternateShell
specifies shell for Command-Prompt boot

6 HKLM\System\CurrentControlSet\SafeBoot\Network is for
Network

©® Drivers and services must be listed by name or by group to be
loaded

@ Exception: all boot-start drivers load regardless!
©® System assumes they are necessary to boot
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Using Safe Mode

® If Safe Mode works determine what’s wrong:
® Compare boot logs
® Analyze a crash dump (covered in the next section)
® Boot logging:
® Select it from same menu as LKG and Safe Mode
and boot to the failure
© Saves log in \Windows\Ntbtlog.txt
©® Reboot in Safe Mode
©® Safe Mode appends to the boot log

©® Extract failed boot and Safe Mode entries to
separate files, strip “Did not load driver” lines and
compare e.g. Windiff, fc
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Resolving the Faulty Driver Issue

® If you can determine what driver is causing the
problem:
@ Roll back to a previous version if one is available
and known to be stable
or
©® Disable it with Device Manager

© Note: can’t do this for non-PnP drivers: use the registry
editor
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When Safe Mode Fails

® Symptom:
® Safe mode crashes the same as a normal boot
® Causes:

® The driver causing the crash also loads in safe
mode

® Troubleshooting:

® Determine the problematic driver:
® Boot into RC and look at the last line in the boot log
® Or, boot into debugging mode and analyze crash

® Disable it with the RC’s “disable” command
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The End!

® Thank you for coming

® For more information, see Windows Internals, 4t
edition

® Questions: send to daves@solsem.com
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